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Infectious Agents as a Security Challenge:  

Experience of Typhus, Variola and Tularemia Outbreaks in 
Serbia 

 
Abstract: The global community of today is confronted with serious 

threats from infective diseases, which can appear as naturally-occurring 
diseases, outbreaks and pandemics, or after deliberate misuse of the 
pathogens in the event of bioterrorist actions. There are about 2-3 million of 
various microorganisms in the Nature, and only about 5% of them have been 
identified until now. In 2013 there were about 35 million people infected with 
HIV in 119 countries, and 1.5 million people died. The anthrax campaign of 
2001 in the United States, as well as subsequent outbreaks of SARS, the avian 
flu and Ebola, along with the swine flu pandemic, show that microorganisms 
are a real threat with unforeseeable consequences for human health, the 
environment and society, and accordingly represent a serious security risk 
per se. Unlimited possibilities for manipulations that science and technology 
provide in this area instill fear of the possible abuse of the pathogens and 
their use in the war and bioterrorist acts, particularly in times of 
accumulated contradictions of modern civilization. Therefore, the 
development of co-operation strategies and precise definition of the roles and 
tasks of intelligence and security sector, police, military, public health sector 
and decision-makers in such circumstances as well providing of adequate 
resources for detection, identification, diagnostics and treatment of the 
agents and the diseases should be one of the main national tasks. 
International cooperation is also of paramount importance. This paper 
presents the experience and lessons from the large outbreaks that occurred in 
our geographic region in different historical periods: typhus, which caused 
great damage to Serbian army and people during World War I, the epidemic 
of smallpox in Yugoslavia in 1972 as the biggest postwar outbreak in Europe 
and the tularemia outbreaks in the area the former Yugoslavia in the 1990s. 
The infective agents causing these diseases are potential biological weapons.  

 
Keywords: microorganisms, security, epidemics, bioterrorism, typhus, 

variola, tularemia. 
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Introduction 
 

The concept of security has evolved over time so that today it 
encompasses many different things including social development, 
environmental protection, public health, human rights, and other issues 
considered to be inalienable prerequisites of security. (Ban, 2003)  

Although the human health significantly improved in the last century, 
thanks to the great progress in medicine, the global community continues to 
face the serious health threats, so we can estimate that these threats present 
one of the leading security challenges in the time we live in. Among them the 
infective diseases caused by various microorganisms (bacteria, viruses, fungi, 
parasites and toxins) have the leading position.   

There are about 2-3 million of various microorganisms in the Nature, 
and only about 5% of these have been identified until now.  According to the 
World Health Organization (WHO), the diseases caused by microorganisms 
are classified in the top ten leading causes of death in the world. Infectious 
diseases are responsible for the death of about 15 million people on the planet 
each year, and more than 50% of children under five years of age. Global 
AIDS epidemic is a serious problem. About 35 million people infected with 
HIV were registered in 119 countries in 2013, and 1.5 million people died. 
The epidemiological situation is particularly difficult in countries of sub-
Saharan Africa, where actually 71% of the infected live. (WHO, 2014) While 
scientists have been looking for the explanation of the virus origin, the routes 
of its transmission and the ways of treatment, much as fast as the conspiracy 
theories have been also spreading, including those that the virus was created 
in the laboratory as a biological weapon (BW) in order to destroy the black 
race and the gays, that there were the financial interests of the pharmaceutical 
industry behind the appearance of HIV because the medications are 
extremely expensive, etc. 

It is considered that more than 15% of all malignant diseases have 
infectious etiology. The highest percentage of infectious diseases was 
recorded in the countries of Africa (62%) and the Southeast Asia (31%), 
while the developed countries, after the eradication of traditional infective 
diseases are faced with the appearance of the new ones. It is also worth 
mentioning that about 2.3 billion of animal-borne infections afflict people 
every year. Due to the effects of global warming, the average air temperature 
in the 20th century increased by 1.3°C, air and water pollution increased, as 
well as the lack of drinking water, food and energy sources, thus facilitating 
occurrence of various infectious diseases. (Ristanovic & Rakic, 2011)  

The World Bank report has identified great outbreaks and pandemics 
as one of the major global risks, together with climate changes and financial 
crises. A Bank study found that spending $3.4 billion annually would bring 
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human and veterinary public health services in developing countries to reach 
the standards related to capacities for early detection, diagnosis and control of 
infective diseases. (World Bank, 2012)  

Anthrax campaign in 2001 in the United States, as well as subsequent 
outbreaks of SARS, avian flu, Ebola, and swine flu pandemic show that 
microorganisms are a real threat with unforeseeable consequences for health, 
the environment and society, and accordingly represent a serious security risk 
per se. Unlimited possibilities for manipulations that science and technology 
provide in this area instill fear of the possible abuse of the pathogens and 
their use in the war and bioterrorist acts, particularly in times of accumulated 
contradictions of modern civilization.  

Terrorism today is a global threat and one of the biggest security risks, 
be it a traditional or postmodern - superterrorism which involves the use of 
weapons of mass destruction (WMD) - biological, chemical, nuclear, 
radiological, with the addition of cyberterrorism. WMD have become the 
opponent that is hard to defeat, since they are relatively easily available, 
inexpensive, efficient, hardly recognizable, and their application in terrorism 
can increase their effects many times, getting unknown and uncontrollable 
dimensions. Among them, BW actually inspire the greatest fear, since they 
have been evolving formidably and expanding rapidly, especially in the era 
of genetic engineering and biotechnology. The potential destructiveness of 
BW is such that it is seen as a strategic threat, because it can produce a wide 
range of suffering and casualties. That is why it is important to understand 
the phenomenon of bioterrorism and its potential consequences, as well as to 
prepare the resources for an adequate response to bioterrorist attacks. 
National security strategies of most countries are inadequately developed in 
this segment: there are no clearly defined mechanisms of defence or the 
obligations of entities that should participate in the prevention and response 
to biological accidents and possible biological attacks. This task must be 
realized by a multi-sector and multidisciplinary approach, with the provision 
of adequate material resources and trained experts in different fields. 
(Ristanovic, 2015; Danicic M & Maksimovic G, 2014) 

This paper presents the experience of large outbreaks that occurred in 
our geographic region in different historical periods: typhus, which caused 
great damage to Serbian army and people during World War I, the epidemic 
of smallpox in Yugoslavia in 1972 and the epidemic of tularemia in the area 
of the former Yugoslavia during the civil war and aggression on our country 
in the 1990s. It is noteworthy that the infective agents causing these diseases 
are potential BW of the Class A (tularemia and smallpox) and Class B 
(typhus). 
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Typhus Epidemic as Enemy or Form of Biological War 
 

Typhus belongs to the group of rickettsial diseases that can be caused 
by the large number of bacteria that can be transmitted by various vectors 
(lice, fleas, mites, ticks). Typical symptoms and signs of rickettsial diseases 
include the onset of high fever, myalgia and headache, and skin rash with 
inoculation lesion. The typhus causative agent is Rickettsia prowazekii. 
Epidemic typhus was described in the Ancient Greece in the 5th century BC. 
In the New World typhus was first described in Mexico in 1517. In this area 
about 2,000,000 Indians died of typhus. Disease was widespread in Europe, 
especially in times of war. In Russia about 3,000,000 people died of typhus in 
the period 1918-1922. 
(http://entomology.montana.edu/historybug/wwi/tef.htm) The first outbreak 
in the Balkans was recorded in the 16th century. During the First World War 
the disease killed about 150,000 or even 200,000 people in Serbia. All 595 
Serbian doctors had been ill and 122 of them died. This typhus outbreak in 
Serbia was among the largest in the world. 
(http://entomology.montana.edu/historybug/typhus-conlon.pdf) Since then, 
there has been intense discussion of how it occurred and whether just poor 
hygienic conditions in the war contributed to the emergence of the disease, 
which sheds new light on the consideration of major epidemics in terms of 
security challenges and risks. The study of public health showed that typhus 
was not registered in Serbia in 1912. Pediculosis was suppressed and there 
was constant control. In the Serbian army typhus was recorded in the First 
Balkan War, in Edirne, as sporadic disease. Dr Kosta Todorovic found that 
Turkish prisoners were the source of infection. (Todorovic, 1957) On the 
other hand, in the Austro-Hungarian army, the problem of combating the 
typhus spread in the wars was a continuous task, due to the constant hot spots 
in Poland and parts of Bosnia and Herzegovina, around Tuzla. Military 
conscripts were living in the local community with frequent pediculosis. 
Recruits were expanding disease far from their homeland. Among the Austro-
Hungarian soldiers who participated in the battles in Serbia in August 1914, 
there were the carriers of typhus who began to show signs of disease in late 
autumn. All of them were placed in the conquered war hospital in Valjevo. 
After the victory in the Battle of Kolubara, Serbian troops liberated Valjevo 
and found many wounded and patients with typhus in the hospital. Only 
several Czech doctors and paramedics took care of them. Serbian medics 
found 150 corpses in a basement, and those were people who died of typhus 
and lay there unburied for a few days. Then a huge number of Serbian 
refugees arrived in Valjevo. There was not enough space for their adequate 
sanitary protection, which led to the pediculosis emergence, and the first 
cases of typhus. Relocation of the refugees in the interior of the country gave 
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rise to the devastating typhus epidemic that broke out in December 1914. 
Physically exhausted Serbian soldiers and refugees, women, children and the 
elderly, due to the lack of laundry, unsanitary housing and inadequate 
nutrition massively fell ill and died. Small number of Serbian doctors, mostly 
educated in the most prestigious medical centers in Europe, made enormous 
efforts to take care of the sick and wounded, pointing to the urgent need for 
the help of foreign experts. At that time only a Russian surgical team worked 
with them. It arrived in August of 1914 to assist in taking care of many 
wounded in the Battle of Cer. Serbian authorities addressed the Allies for 
help and the French medical mission soon arrived with about one hundred 
members. The British mission was led by Colonel, doctor Hunter and had 25 
members who came with the order of their government to focus on the typhus 
epidemic and find measures to prevent its spread. Dr Hunter’s 
recommendations resulted in the famous “Serbian Barrel”, and two medical 
trains that served as mobile disinfection centers, stopping the spread of the 
disease in central Serbia in two weeks’ time. 
(http://www.rastko.rs/cms/files/books/4d5045b8f2237) Dr Hunter wrote: 
“The 1914/15 typhus epidemic in Serbia was the most sudden to emerge, the 
fastest to spread, the greatest in intensity, and the fastest-stopped epidemic in 
history.” He also noted that the “typhoid epidemic in Serbia is an example of 
inadvertent bacteriological warfare, as the Austrian Army from Bosnia had a 
lot of carriers in its ranks and  that the Austrians concentrated the 3000 
diseased in the Valjevo hospital, with malicious purpose.” (Hunter, 1919) Dr 
Richard Strong, head of a US medical mission concluded that "the epidemic 
of typhus that took place in Serbia in 1915 was one of the scariest in the 
modern world"(Strong, 1920). The epidemic was stopped thanks to the 
brilliant medical proposals for prevention, the government competence and 
the citizens’ responsibility in implementing them. During the Second World 
War typhus took a large number of victims among the Yugoslav soldiers and 
the people. Frequent occurrence of rickettsioses in war times can be the result 
of the poor hygienic and sanitary conditions (Zinnsser, 1935). However, the 
use of these agents as BW has always provoked special attention. During the 
period 1935-1945, Japanese researchers of BW conducted intensive research 
with rickettsioses, and experiments were made for this purpose with the 
aerosol dispersion of insects, possible rickettsial vectors, cultivation of mites, 
etc. Soviet and American experts thought that the rickettsial agents were most 
suitable for operational use as BW, and their use was suspected during the 
Korean War. Rickettsial species - R.prowazekii, R.typhi, R.rickettsii, 
O.tsustugamushi are now classified as Class B of potential BW. According to 
the WHO assessment in 1970, the hypothetical aerosol dissemination of 50 
kg of typhus causative agent at a city of 500,000 inhabitants would cause the 
death of 19,000 and incapacitate 85,000 people. Otherwise, the lethality in 
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this disease amounts to up to 30% in untreated patients. High infectiousness 
and contagiousness, diversified routes of transmission - through arthropod 
vectors, blood and aerosols, the lack of possibilities for rapid identification of 
Rickettsia spp. always and everywhere, clinical manifestations that often 
resemble other diseases, and the lack of effective vaccines, except for typhus, 
make rickettsial pathogens potential BW (Ristanovic et al, 2006).  Intensive 
research efforts are being made in this area in order to develop efficient 
recombinant vaccines. In our geographic area, as stated above, R.prowazekii 
and typhus it causes, and its recurrence, Brill-Zinsser's disease were 
registered and documented, especially in war times. A large number of 
patients with typical symptoms of rickettsial diseases are registered each 
year, especially in the area of southern Serbia and the province Kosovo and 
Metohija, which were not etiologically confirmed as hemorrhagic fevers or 
other diseases, encouraged us a few years ago to begin the intensive 
investigations of seroprevalence of various rickettsial diseases at our 
geographic area. The results indicate that rickettsioses are present and that we 
must pay greater attention to them in the epidemiological, diagnostic and 
clinical sense (Samardzic et al, 2008). 

The Biggest Smallpox Outbreak in Post-War Europe 
 

Variola virus belongs to the family Poxviridae and represents the 
largest human virus (size about 400 nm). The virus genome consists of the 
linear double-stranded DNA containing the information for the synthesis of 
about 200 proteins. Due to the genome size, it is difficult to make a synthetic 
viral copy. The virus has a complex structure and symmetry, with a 
lipoprotein envelope on the surface. It can be transmitted by aerosols and air 
droplets by direct contact with an infected person, as well as through 
contaminated water, food and objects. Smallpox is a highly contagious 
disease. Incubation lasts 12-14 days. The disease begins suddenly, with flu-
like symptoms, followed by the appearance of the characteristic rash, on the 
face, hands and forearms, and then on the torso. These lesions also occur on 
the mucous membranes, passing several stages, from maculopapular rash, via 
vesicles, then crusting to scabs. The disease cannot be transmitted from 
infected persons during incubation. They are most contagious during the 
temperature rise, in the first week of the rash appearance. The treatment of 
smallpox can be symptomatic and vaccination can be used 
(http://www.bt.cdc.gov/agent/smallpox/disease). The smallpox vaccine was 
the first vaccine in human history. It was prepared in the late 18th century by 
English country doctor Edward Jenner who noted that women infected with 
cowpox did not catch smallpox. This immunization was first applied in 1796 
saving one boy from the deadly disease. Jenner’s  method opened the way for 
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infected persons during incubation. They are most contagious during the 
temperature rise, in the first week of the rash appearance. The treatment of 
smallpox can be symptomatic and vaccination can be used 
(http://www.bt.cdc.gov/agent/smallpox/disease). The smallpox vaccine was 
the first vaccine in human history. It was prepared in the late 18th century by 
English country doctor Edward Jenner who noted that women infected with 
cowpox did not catch smallpox. This immunization was first applied in 1796 
saving one boy from the deadly disease. Jenner’s  method opened the way for 

 
 

vaccination launched by WHO in the 20th century, thanks to which smallpox 
was officially eradicated in 1979 (WHO, 1980). It is important to emphasize 
that the vaccine against smallpox can also be applied in the post-exposure 
stage which is very important in providing protective immunity. Otherwise, 
smallpox is considered one of the most deadly diseases in human history. It 
first appeared in China and the Far East more than 3,000 years ago. Pharaoh 
Ramses V died of smallpox in 1157 BC. In Europe, it appeared in 710. At the 
time when the Spanish conquistadors conquered the New World, smallpox 
was used as a strong BW against the powerful empires of the Aztecs and 
Incas. When Hernan Cortes and his expedition landed on the coast of Mexico 
in 1519, aboard their boats were the goods infected with smallpox. The 
epidemic broke out very soon destroying nearly half of the indigenous 
population. In a similar way, Francisco Pizarro conquered the Inca empire 
(Simon & Cappel, 2007). In the early 18th century, smallpox annually killed 
about 400,000 citizens in Europe, including five rulers. During the large 
epidemics in Serbia in the period from 1896 to 1910, about 38,953 persons 
died. It is assumed that in the 20th century between 300 and 500 million 
people died from smallpox (Riedel, 2005). 

Just in a period of intense campaign for eradication of smallpox the 
epidemic occurred in Yugoslavia in 1972, the largest post-war outbreak in 
Europe. Both then and now, there were doubts and speculation that it might 
have been a bioterrorist attack against Tito's Yugoslavia, although scientific 
facts do not support this claim. The epidemic affected a total of 175 persons, 
and 35 (20%) of them died. Among the patients there were 99 (56.6%) men 
and 76 (43.4%) women. Most patients were registered in the Republic of 
Serbia (174 ill persons, 124 of them in the province of Kosovo and Metohija 
and 1 person in Vojvodina;  35 people died, 26 of them in the province of 
Kosovo and Metohija and 1 person in Vojvodina), while in Montenegro 1 
person was ill. An outbreak was detected on March 14, 1972. The last case of 
smallpox in Yugoslavia had been recorded four decades before, in 1930, so 
that doctors did not have practical experience in the diagnosis, nor sufficient 
knowledge of the facts related to epidemiology and the fight against this 
quarantine disease. Therefore, the diagnosis was established late, although 
most of the patients in the first generation had typical clinical signs. 
Epidemiological and serological tests found that a pilgrim - Ibrahim Hoti 
from Danjane village near Djakovica brought smallpox in Yugoslavia. He 
visited Mecca and Medina (Saudi Arabia) with 24 other pilgrims from 
Kosovo and returned by bus through Iraq, where, at that time, there were 
more smallpox cases. Upon his return, the pilgrim, according to his own 
testimony, suffered from clinically undiagnosed disease (fatigue, chills, 
fever), and he also had several small pimples on his face. During the medical 
examination, a month later, the scars,  as well as the traces of vaccination 
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were not detected on his face and body, although the vaccination was 
performed in December, 1971, at the Institute for Health Protection in Skopje 
(Macedonia). All participants of the hajj were vaccinated against smallpox, 
but blood testing showed that 20 of them had no satisfactory antibody titer, 
which opened up a number of issues related to the flaws in implementing 
vaccination (Šuvakovi  et al, 1972). The measures for the control of travelers 
coming from infected areas were implemented, according to WHO 
guidelines. The pilgrims were treated as a particularly risky group, so it was 
required to go on a pilgrimage in an organized manner, by plane, with pre-
sanitation, health control during the trip, as well as health surveillance after 
the return, which was generally enforced, in agreement with the Islamic 
community, but private arrangements were nevertheless organized, such as 
this one when the person who travelled brought the disease. All pilgrims 
stated they had been healthy during the trip. They were revaccinated during 
the epidemic. Serological examinations were performed after that at the 
Institute "Torlak" in Belgrade, the national reference laboratory for smallpox, 
and confirmed in CDC laboratories for smallpox in Atlanta (USA) (Bordjoski 
et al, 1972). The epidemic in the province Kosovo developed in three 
generations. Numbers of secondary infections from one source were closely 
connected with the length and intimacy of contact between patients and 
vulnerable people, and depended on the clinical form and stage of the 
disease. Out of 175 patients, 105 of them (60%) were previously vaccinated, 
66 (37.7%) were unvaccinated, while for 4 of them (2.3%) vaccination status 
was unknown. It is necessary to emphasize the big difference in the fatality 
rate among previously vaccinated (8%) and unvaccinated persons (35%). 
Outside the hospital there were infected 52% or 91 people, while 84 patients 
(48%) were infected in hospitals. There was an exception in the province 
Kosovo with a twofold increase among outhospital cases. Otherwise, a 
common feature of postwar smallpox epidemics in Europe is that most of the 
patients were infected in hospitals, while with the Yugoslav outbreak the 
situation was reverse. Another specific feature of the epidemic in the primary 
focus referred to the fact that the source of nosocomial infections, besides the 
infectious department, was the maternity ward, although the route of virus 
introduction into this ward has not been determined. The characteristic of the 
outbreak was a large percentage of the affected infants, 14 of them, or 8% of 
the total number of patients, which is the largest number of affected children 
in all postwar smallpox epidemics in Europe 
(www.nlm.nih.gov/nichsr/esmallpox/SmallpoxYugoslavia,1972).  
Vaccination started on the 16th of March, immediately after the diagnosis of 
disease. By the decision of the Federal Epidemiologic Commission, 
vaccination was extended to the entire population of Yugoslavia, so that the 
measure covered a total of 18 million people. The treatment with Marboran 
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and vaccinia gamma globulin was also implemented. All medical institutions 
in the country undertook adequate measures to combat smallpox. Health 
surveillance of hot spots in the province Kosovo included the daily 
supervision of the population, temperature checking and examination of the 
skin and the oral mucosa. Risk contacts were retained in special quarantine 
institutions, but there were also quarantined individual households and whole 
villages. Restrictions on population movement from infected areas, the 
control of a vaccination success and prohibition of the public gatherings were 
widely applied measures. The efforts of specially formed anti-epidemic 
bodies at all levels, good organization of health services, support of the 
Yugoslav People’s Army, the international solidarity and the WHO support 
contributed to the relatively rapid epidemic suppression. Otherwise, the 
smallpox epidemic occurred before the beginning of the tourist season, and 
its rapid suppression was also very important from that aspect. The health 
service in Yugoslavia was seriously prepared for the virus importation within 
an organization of fighting against quarantine diseases, and our experts were 
trained in laboratories in England and West Germany. The efficiency and 
results of our national laboratory were highly rated by the WHO. The public 
was informed by competent professionals about the spreading of disease and 
taken measures, and in the daily newspapers were published the adequate 
bulletins. The WHO was permanently informed about all facts, and their 
competent experts were invited to coordinate informing of the world public. 
Otherwise, the work and coordination of all management and state 
administrative bodies responsible for health affairs in Yugoslavia were at a 
high level. The Federal Executive Council followed the work and gave full 
support to the Federal Headquarters for the fight against smallpox, whose 
task was to collect and publish data about disease, coordinate the work of 
national and provincial headquarters, acquire and distribute vaccines and 
other means and take other measures based on the evaluation of 
epidemiological situation. With all the problems that occurred in the work, 
some organizational, technical and other weaknesses, and the lack of 
practical experience, we can say that the Yugoslav health service quickly and 
efficiently carried out the task of combating smallpox outbreak, which was 
large both in terms of the number of cases (175) and geographical dispersion 
(25 foci) causing a severe disruption of life and economy in the country 
(Ristanovic et al, 2014). 

In this regard, we learned the lessons that, in order to enable health 
services to combat the quarantine and other infectious diseases, it is 
necessary to develop a unified medical doctrine, to strengthen the capacity 
for rapid laboratory diagnosis, provide facilities and special wards for 
isolation and treatment of quarantine diseases, strengthen the capacity of the 
Institutes for Health Care with the training of mobile teams for field work, 
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constant strengthening of sanitary-epidemiological service and the sanitary 
inspection, monitoring the epidemiological situation in the world and the 
latest achievements in the field of science as well as the conditions for their 
implementation. It was emphasized that special atention should be given to 
education and training of personnel and health education of the population 
(Jakovljevic et al, 1972). 

The smallpox virus is officially eradicated, and according to the 
official data it is kept only in two laboratories at the CDC, Atlanta, USA, and 
the Russian State Centre for Virology and Biotechnology (VECTOR) in 
Koltsovo, near Novosibirsk, Russia. However, there is a fear of its 
application as a potential BW. The virus is well studied and can be easily 
genetically modified in order to disable the vaccine effect or increase the 
virulence. It creates the stable aerosols. A large part of the world's population 
is sensitive to this virus, since the vaccination was stopped after the 
eradication, the mortality is high, and there is no specific therapy. Smallpox 
as a potential BW is seriously taken into account today and this can be 
supported by the fact that in the last years of the 20th century in the United 
States and some other countries worldwide embarked on the intensive 
production of vaccine against smallpox (Henderson et al, 1999).    
 

Tularemia on the War Scene of the Former Yugoslavia 
 

Tularemia (rabbit fever, Francis disease, soldier's disease) is a zoonosis 
caused by the bacterium Francisella tularensis. It was first described in the 
United States in 1911 as "a plague like disease," of the California ground 
squirrel. Today, it is primarily a disease of the temperate zone of the northern 
hemisphere. About 500,000 cases are recorded annually. Reservoirs are 
mammals, rodents of the orders Lagomorpha and Rodentia, while the vectors 
can be ixodid ticks and other haematophagous insects. A man can be infected 
by contact with infected animals or their products, through contaminated food 
and water, via vectors or through inhalatory aerosols. General symptoms 
(headache, chills, fever, aching muscles and joints) appear after the 
incubation period, and then the specific clinical manifestations of disease that 
are diverse, depending on the way of bacterial entry into the human body. 
The most common are ulceroglandular (skin ulceration and swelling of local 
and regional lymph nodes), glandular, oculoglandular, oropharyngeal, 
gastrointestinal, pulmonary and typhoid (generalized, septicemic) forms of 
the disease, but sometimes other manifestations may occur. The disease is 
cured with antibiotics. An effective vaccine does not exist (WHO, 2007). The 
first human infection in the former Yugoslavia was described in 1947 when 
the bacterium was isolated from human material. The epidemics in Croatia 
and Slovenia in 1953 and 1968 affected 199 people and then tularemia in our 
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area took its first victim. A reservoir and the source of the disease were 
rabbits. According to detailed epidemiological-epizootiological studies of 
professor Heneberg and his colleagues from the Military Medical Academy 
in Belgrade, the entire area of the former Yugoslavia is endemic region for 
tularemia (Heneberg, 1972). The disease later appeared sporadically. During 
1994 in the region of Koprivnica, Croatia, ulceroglandular tularemia was 
registered in people who previously had a tick bite. Epidemics broke out in 
Bosnia and Herzegovina during 1995, in the area of Vlasic Mountain, in the 
demarcation line zone between the  clashing armies, and the diseased were on 
both sides. The oropharyngeal tularemia was registered, and the sources of 
infection were infected rodents. In Serbia, the disease occurred sporadically, 
while the first outbreak was recorded, in Sokobanja region in late 1998. The 
oropharyngeal tularemia was the dominant form of the disease. The epidemic 
spread and lasted during 1999 and 2000 (Lako, Ristanovic, et al, 2001). The 
socio-political context of that time was characterized by the threat of 
bombing the country, and then the beginning of the aggression, so the 
extensive field research during this period could not be carried out. In early 
1999 we isolated F.tularensis in the dead mice of the genus Apodemus from 
the area of the mountain Rtanj. It was the first isolate in Serbia, confirmed in 
the relevant reference laboratory in Munich (Ristanovic, 2002). During the 
summer of 1999 the outbreak of tularemia was recorded on the territory of 
the province Kosovo and Metohija, but because of the political situation on 
the ground, our experts had neither access nor relevant data about the number 
of patients. That was the period marked by the media manipulation and 
accusations of Serbian forces for biological aggression in Kosovo. Clear 
scientific facts and precise data, which we then presented about the absolute 
groundlessness of the previous statements were not accepted even in 
international scientific circles, but, finally, thanks to the intellectual honesty 
of German military medical experts the truth was brought to light in 2002. In 
an extensive epidemiological study they conducted, as members of KFOR 
forces directly involved in the diagnosis and treatment of tularemia, they 
confirmed our statements that there was not any kind of biological aggression 
from our side, but that the epidemic that started in the south of Serbia in late 
1998 was spread to the territory of Kosovo. The findings were officially 
published in a scientific article in one of the world's most prestigious journals 
in the field of microbiology (Grunow & Finke 2002). Smaller outbreaks of 
tularemia occurred in the southern Serbia in 2010 when in the P inja district 
16 persons were affected, mostly children of preschool, elementary and high 
school. At the end of 2014, in the area of the municipality of Gadzin Han, an 
epidemic of tularemia was declared with 30 affected people. Due to the 
increasing number of rodent population tularemia in the period to mid-2015 
also appeared in other parts of Serbia, in the natural foci of the disease, such 
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as Stara and Suva mountains, Rtanj and Kopaonik. According to the Institute 
of Public Health of Kosovo, since 1999 to date there were 1,469 of recorded 
cases of tularemia. From 1 January to 10 February 2015,  206 cases of 
tularemia were registered, and the epidemic was declared. In the Republic of 
Macedonia, 13 cases of tularemia were officially confirmed in the central part 
of the country in March 2015 (Hestvik et al, 2015). Otherwise, although there 
is no documented data on the use of F.tularensis as a BW agent, or they are 
well-kept secret, it is known that epidemics were often war-time companions, 
from the battle of Stalingrad, to the conflicts in the former Yugoslavia. The 
epidemics of tularemia in war conditions can be explained by poor hygiene 
and sanitary conditions that facilitate the development of all diseases. 
Concerning the pathogens whose reservoirs are rodents, we must not forget 
that the rodent population has its own demographic principles, which refers 
to the demographic expansion that occurs every 10-15 years, so the microbes 
they carry and diseases they provoke are more frequent. To distinguish 
whether an epidemic occurs naturally or as a result of BW agents it is 
essential to use a prior knowledge of the epidemiological-epizootiological 
situation on the ground, as well as to apply the molecular-genetic 
differentiation of autochthonous bacterial strains and isolates from the 
epidemic. Tularemia as a potential BW has always been very attractive 
because of its low infectious dose, diverse routes of transmission, wide 
distribution in nature, the possibilities for aerosolization, diverse clinical 
manifestations, difficulties in detection, diagnosis and treatment, as well as 
the lack of vaccine. It is well known that teams of experts in the United 
States, Japan, Germany and the former Soviet Union have for decades 
worked on its development as a BW. According to the data of Ken Alibek, 
the efforts of the Soviet experts have resulted in the production of strains 
resistant to antibiotics and existing vaccines. According to WHO claims from 
the distant 1969, the aerosol dispersion of 50kg of virulent F.tularensis strain 
over the city of 5 million inhabitants would cause 250,000 people to become 
ill and around 19,000 deaths. The impacts of this agent today, in the era of 
biotechnology, would be even more devastating. F.tularensis also belongs to 
the class A of potential BW (Petersen & Schriefer, 2005). 

 
Conclusions 

 
The global community nowadays continues to be confronted with 

serious threats from infective diseases, which appear either as naturally-
occurring diseases, outbreaks and pandemics, as demonstrated by the swine 
flu, HIV or Ebola crises, or after a deliberate misuse of the pathogens in the 
event of bioterrorist actions, which is also reality of the modern world and an 
actual threat. Thus microorganisms and infective diseases are one of the main 
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event of bioterrorist actions, which is also reality of the modern world and an 
actual threat. Thus microorganisms and infective diseases are one of the main 

 
 

health, security and financial challenges at the national and global level. 
Fighting them calls for a multi-disciplinary and multi-sectoral approach and 
teamwork, as well as intensive international cooperation and provision of 
adequate human and material resources for detection, identification and 
treatment of the diseases. Bearing in mind the possible consequences of 
infective agents and biothreats, development of co-operation strategies and 
precise definition of the roles and tasks of intelligence and security sector, 
police, military, public health sector and decision-makers in such 
circumstances are the national imperatives of time we live in. 
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Infektivni agensi kao bezbednosni izazov:  
Iskustva iz epidemija tifusa, variole i tularemije u Srbiji 

 
Apstrakt: Mikroorganizmi i infektivne bolesti koje izazivaju pre-

dstavljaju jedan od najve ih zdravstvenih, ekoloških, socio-psiholoških, 
finansijskih i bezbednosnih rizika današnjice, bez obzira da li se javljaju 
sporadi no, u formi epidemija i pandemija, ili su rezultat namerne 
zloupotrebe patogena u eventualnim bioteroristi kim napadima što je danas 
aktuelni bezbednosni rizik globalnih razmera. Zato je razvijanje precizne 
strategije prevencije i regovanja u slu aju takvih pojava sa jasno definisanim 
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zadacima i obavezama obaveštajno-bezbednosnog sektora, policije i vojske, 
medicinskog i veterinarskog sektora, kao i donosilaca odluka prvorazredni 
nacionalni zadatak, uz obezbe ivanje adekvatnih ljudskih i materijalnih 
resursa i uspostavljanje me unarodne saradnje u ovoj oblasti. U radu su 
predstavljena naša iskustva i lekcije iz velikih epidemija koje su se dešavale 
kod nas u razli itim istorijskim periodima, poput epidemije tifusa koji je u 
vreme Prvog svetskog rata naneo ogromnu štetu srpskoj vojsci i narodu, epi-
demija variole 1972. godine koja se smatra najve om epidemijom u 
posleratnoj Evropi, kao i epidemije tularemije na podru ju nekadašnje 
Jugoslavije krajem 90-tih godina prošlog veka. Izaziva i svih navedenih 
bolesti mogu se koristiti i kao biološki agensi. 

Klju ne re i: mikroorganizmi, bezbednost, epidemija, bioterorizam, 
tifus, variola, tularemija 
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Criminal Policy on Corporate Criminal Liability – Different 

Theoretical Approaches 

Abstract: The article focuses on different theoretical approaches to-
wards establishing corporate criminal liability in national legislatures. Cor-
porate crime is a serious criminal phenomenon, which produces high level of 
social danger in many fields – economy and trade, health and safety at work-
place, environmental protection, human rights and others. Introducing crimi-
nal liability of legal persons in most of contemporary legislatures has opened 
theoretical debates in various academic disciplines, such as criminal law, 
criminology, sociology and social psychology, economic science and others. 
As a significant criminological discipline, criminal policy is supposed to ana-
lyze arguments pro et contra corporate criminal liability as an instrument of 
prevention and combat against corporate and other forms of white-collar 
crime. The central part of the article examines different theoretical views and 
arguments on efficiency and justification of legislative measures towards 
corporate crime phenomenon. The author stresses economical, sociological 
and corporate cultural aspects of introducing and implementing criminal 
liability of legal persons. The author aims to shed light on different dimen-
sions of the matter, pointing to interdependency of various aspects.  

 
Keywords: Corporate Criminal Liability, Criminal Policy, Corporate 

crime. 

Introduction 

Corporate crime is a serious criminological problem, which has as-
sumed international proportions and uncovered serious shortcomings of the 
traditional criminal justice instrumentation. Criminal law, however, has to be 
in accordance with social reality and open to changes in order to perform its 
basic functions. Criminal policy, on the other hand, has to give an answer to 
the question how efficient and valuable certain legal solutions, as well as 
whether they are in accord with basic social values and moral principles. In 

milosevic@fb.bg.ac.rs.
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this sense, criminal justice, as a means of criminal policy, performs protec-
tive, guaranteeing and socio-ethical function. (Radulovi , 1999: 87, 89).   

Criminal justice policy of reducing criminality implies establishing ba-
sic goals of criminal law and judiciary; defining principles upon which crimi-
nal law is established; reforming criminal law in accordance with require-
ments of criminal policy regarding decriminalization and depenalization; 
determining criteria for establishing that certain behaviors are socially dan-
gerous and punishable; directing activities of judiciary; studying and evalua-
tion of the elements of criminal justice policy for criminality reduction. 
(Milutinovi , 1984: 145, 146). 

Subjects of criminal policy are nowadays, bearing in mind all the 
stated tasks of criminal justice which has to reduce criminality as well as the 
seriousness of corporate criminality problem, facing an important task – 
finding adequate instruments to confront the problem that wasn’t addressed 
properly in the past, and whose dimensions were not completely taken into 
consideration. (Stojanovi  et al., 2010: 25, 26; Simovi -Hiber, 2007: 84, 85). 

Besides the fact that legal persons perpetrate crimes, which seems 
indisputable, there is still a question what criminal policy measures (above 
all, actions of legislative bodies) represent the most adequate reaction. The 
basic dilemma is whether it is better to introduce the institution of corporate 
criminal liability or adhere to traditional criminal justice categories which 
acknowledge only the individual and subjective criminal liability. Even if the 
dilemma is solved in favor of the former, there is still the question of 
corporate liability legal nature as well as the sanction system which can be 
used for collective entities as perpetrators of crimes.  

According to various normative solutions in comparative law, there are 
three basic principles: introducing corporate criminal liability accompanied 
by sanctions adjusted to its nature; introducing corporate administrative 
liability for crimes; sanctioning torts only by means of civil law sanctions. 
(Miloševi , 2012: 44).        

Selecting one of the offered models depends on the nature of both 
internal (constitutional and legal principes in the sphere of criminal law) and 
international law (especially respecting obligations arising from international 
conventions), as well as from adopting crime policy arguments that support 
them (Miloševi , 2014: 40). There are various ideas in theory about whether 
and why it should be decided to punish collective entities, and at the same 
time there are opposing answers to the question what crime policy effects 
would be produced by such practice.  
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Effects of deterrence and just compensation – the impact of crimi-
nal sanctions 

Basic criminal policy arguments for introduction of criminal corporate 
liability are effects of deterrence it leads to and an adequate social “label-
ing” of perpetrators. (Miloševi  et al., 2015: 208). In that sense, bearing in 
mind that the general purpose of criminal sanctions in modern criminal jus-
tice systems is general and special prevention, and that criminal sanctions 
system is developed and well-established, designed in order to efficiently 
achieve basic goals of criminal policy, introducing the possibility to punish 
companies which commit crimes proves itself to be a logical and appropriate 
solution. (Radulovi , 1999: 96). 

In addition to that, criminal sanctions are stricter than any other legal 
sanctions and they are a more proportional reaction to grave consequences 
caused by corporate crimes. Criminal sanctions are ultima ratio and their 
imposition is justified only when it is necessary to protect people and other 
social values and to the extent necessary (Stojanovi , 2012). This means that 
corporation criminality has been estimated by the subjects of criminal policy 
as a criminal act which to a great extent jeopardizes basic civil rights and 
liberties, so that it is completely legitimate to decide to impose criminal 
sanctions against legal persons. Besides, recorded cases of crimes committed 
on behalf of and for the benefit of corporations both worldwide and in our 
country support these arguments. (Banovi  et al., 2014: 1251, 1252). 

In addition to that, effects of resocialization are greater than in case of 
conventional criminality due to the fact that legal person can change and 
reorganize itself more easily than an individual under the influence of the 
imposed criminal sanction. So, both general and special prevention are at-
tainable goals of corporate torts incrimination. A corporation as an entity 
cannot be reduced to a mere sum of individuals who comprise it, so punish-
ing an individual instead of an entity proves itself to be inappropriate. Fi-
nally, the restitution to victims and wider social community is, thanks to eco-
nomic capacities of corporations, a real goal of criminal policy. (Braithwaite: 
1985, 290, 291; Geis, DiMento: 1995, 76, 77). 

The literature recorded an example of the American Environmental 
Protection Agency (EPA) which heavily relied on civil penalties for violation 
of environmental protection regulations by corporations up to 1982. By 
means of using legal basis for criminal sanctions and thanks to changes in 
personnel (introduction of crime investigators), EPA brought about more 
frequent and stricter punishing of legal persons (and other pollutants) for 
committing torts. The result of higher criminalization of pollution acts was 
the following: the total amount of fines paid as sanctions for environmental 
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pollution was $198 thousand in 1984, while in 1989, several years after the 
change in “criminal policy” - $1.1 million. (Simpson: 2002, 16, 17).  

The final stated argument does not necessarily prove the necessity for 
introducing corporate criminal liability, because sometimes damages can be 
obtained through civil penalties. Still, criminal sanctions are perhaps more 
efficient instrument than civil penalties. Wells emphasizes that criminal sanc-
tion is used as a foundation for establishing property claim thus making it 
more likely to obtain damages than in case when damages claim is made only 
through civil procedure. (Wells: 2001, 17). On the other hand, if we observe 
from the perspective of compensating a wider social community which is 
often an indirect or a direct corporate criminality victim, criminal sanctions 
provide a more appropriate compensation mechanism because apart from 
compensating specific damage they also enable compensation, at least to 
some extent, of social cost of their criminal activities via certain activities 
such as community service. Such restitution is more realistic if a sanction is 
imposed on legal person instead of natural person. Corporate criminality 
produces greater damage to the society than criminality of an individual, but 
at the same time the possibility of reduction and elimination of its conse-
quences by means of criminal sanction is also greater.    

Social cost of corporate criminality and proportional effects of 
criminal sanctions 

The starting point of the approach which takes into consideration the 
economic cost of corporate criminality is the idea that stricter criminal sanc-
tions and their regular imposition will have a greater effect on crime rate 
reduction. In this case, a formula according to which the severity of a sanc-
tion should depend on the relationship between social cost of a criminal ac-
tivity and the probability of detection, in order to deter a company from in-
volvement in crime. Considering the fact that social cost of corporate crimi-
nality is, historically, far greater than prescribed punishments, vicarious li-
ability of legal persons should be introduced and far stricter sanctions im-
posed that would fit into the already mentioned formula and produce deter-
rent effects. (Arlen, 1994: 833 - 835). 

There is an interesting approach according to which corporate criminal 
liability is the best possible replacement for individual criminal liability of 
corporate agents who are actual perpetrator and beneficiaries of a crime, but 
whose liability is hard to prove. The starting point of this hypothesis is that 
the corporation itself will as a consequence “punish” its agents after the state 
imposes a criminal sentence on it. This means that a corporation discards 
actual perpetrators or reduces their salaries due to business losses resulting 
from paying high fines. (Arlen, 1994: 835). Fisse has a contrasting argument. 
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There is an interesting approach according to which corporate criminal 
liability is the best possible replacement for individual criminal liability of 
corporate agents who are actual perpetrator and beneficiaries of a crime, but 
whose liability is hard to prove. The starting point of this hypothesis is that 
the corporation itself will as a consequence “punish” its agents after the state 
imposes a criminal sentence on it. This means that a corporation discards 
actual perpetrators or reduces their salaries due to business losses resulting 
from paying high fines. (Arlen, 1994: 835). Fisse has a contrasting argument. 

He believes that criminal sanctions against a corporation do not lead to a 
desired effect – developing inner disciplinary system in corporations which 
would result in internal sanctioning. By analyzing benefits and shortcomings 
of different approaches, the author emphasizes that one of key strategies is 
“designing” provisions so that they efficiently affect development of internal 
sanctioning system. (Fisse, 1995: 378-386). Corporate criminal liability is, in 
this sense, justified as the way of achieving an indirect effect of reducing 
white-collar crime. 

A concept according to which a corporation is a superindividual entity 
whose guilt can be determined independently of individual liability can be 
used as an argument for introducing corporate criminal liability, although it is 
more oriented towards proving that the model of autonomous criminal liabil-
ity of a collective entity is optimal. ( ur evi , 2003: 741). According to this 
standpoint, a situation like this is possible: criminal liability for a particular 
premeditated crime requires establishing the existence of the intention which 
includes three elements (A, B, C). It is possible that the element A is known 
to a member of the corporation, the element B to another, and the element C 
to the third, with the difference being that the second and third member are 
not aware that there is the element A.  

In literature we find the opinion that the fact that it is possible to find 
an autonomous basis for corporate criminal liability, is a strong criminal pol-
icy argument in favor of the hypothesis that it is necessary and legitimate to 
punish a corporation as an individual entity with its own liability. If it would 
be decided in favor of the system of punishing individual perpetrators exclu-
sively, the deterrent effect would be significantly lesser than in the system of 
corporate criminal liability. The author explains this by stating that determin-
ing individual criminal liability, although potentially poses a greater risk to a 
specific individual because they face a possible serious prison sentence or a 
fine, is less probable, so that it does not have such deterrent effect in com-
parison to corporate criminal liability which is, especially in the system of 
autonomous criminal liability of a collective entity, easier to determine, and it 
consequently leads to a probability of internal disciplinary penalty against a 
manager who did not respect prescribed measures and regulations. There is 
an important criminal policy argument which is implied in the fact that it is 
often very difficult to determine not only the identity of a perpetrator but also 
the actual beneficiaries of illegal profits and who are, in many cases, master-
minds behind criminal actions (or at least instigators, or perhaps, tacit benefi-
ciaries aware of the illegality of obtained profits). The author gives a good 
example for already analyzed problem of internal sanctioning persons which 
are held accountable. He states that the experience in cases of environmental 
crime shows that actual perpetrators and those who order environmental 
crimes are junior and middle managers because making short-term and 
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“swift” decisions about pollution of, for example, a local stream or water 
flow, or, emission of toxic industrial substances into the air, remains at their 
level of responsibility and usually does not reach the board of directors. The 
result would be that the manager gets fired, loses reputation and practically 
any possibility to find a job in that industry in future. (Coffee, 1998: 10 – 18). 

Paternoster and Simpson emphasize that the decision on potential in-
volvement in crime depends on three factors: prescribed sanctions, moral 
inhibitions and organizational factors. They think that in cases in which 
members of a collective have strong moral principles, the probability of in-
volvement in criminal activities is lesser. So-called cost/benefit analysis is 
concluded by the idea that the cost of criminal activity is too high. When 
moral inhibitions are weaker, the role of the imposed sanction becomes 
greater and it turns into the main deterrent factor (together with organiza-
tional factors). Authors conclude that it is necessary that criminal policy im-
plies instrumental (threat with a sanction) and deontological factors (appeal 
to moral values, raising moral awareness of potential crime actors). (Pater-
noster et al., 1996: 549). The role of moral perception as an crime prevention 
factor is also considered in connection with other types of white-collar crime. 
(Mrvi -Petrovi , 2013: 15). 

Factors of sentence severity, sanction certainty and selective im-
plementation of provisions 

A very serious argument against implementation of corporate criminal 
liability can be observed in the problem of insufficient protection of corpora-
tion personnel not responsible for the committed crime, but has to suffer the 
consequences of attributing guilt to the whole collective entity. Here the au-
thor states an effective metaphor by Bierce about a corporation as a “profit 
maximization and responsibility minimization machine”. A good example to 
illustrate negative consequences of such an approach is the case of EF Hutton 
and Co., a brokerage company which performed a large-scale fraud in which 
400 banks suffered loss. The company accepted plea bargain and paid $2.75 
million, but no manager was held responsible for this crime although the US 
Department of Justice found that there was basis for charges against two 
managers. (Fisse, 1995: 382). 

Bearing in mind that criminal law implies socio-ethical function which 
requires that it should be used not only as a reaction to a committed offence, 
but also as a very important means of raising awareness about what behaviors 
are socially undesirable and inacceptable from the standpoint of basic ethical 
principles, letting individuals who are not directly involved in crime suffer 
from the consequences of criminal sanctions seems paradoxical. Ethical im-
perative of punishing crime perpetrators in this case means indirectly punish-
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“swift” decisions about pollution of, for example, a local stream or water 
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result would be that the manager gets fired, loses reputation and practically 
any possibility to find a job in that industry in future. (Coffee, 1998: 10 – 18). 

Paternoster and Simpson emphasize that the decision on potential in-
volvement in crime depends on three factors: prescribed sanctions, moral 
inhibitions and organizational factors. They think that in cases in which 
members of a collective have strong moral principles, the probability of in-
volvement in criminal activities is lesser. So-called cost/benefit analysis is 
concluded by the idea that the cost of criminal activity is too high. When 
moral inhibitions are weaker, the role of the imposed sanction becomes 
greater and it turns into the main deterrent factor (together with organiza-
tional factors). Authors conclude that it is necessary that criminal policy im-
plies instrumental (threat with a sanction) and deontological factors (appeal 
to moral values, raising moral awareness of potential crime actors). (Pater-
noster et al., 1996: 549). The role of moral perception as an crime prevention 
factor is also considered in connection with other types of white-collar crime. 
(Mrvi -Petrovi , 2013: 15). 
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A very serious argument against implementation of corporate criminal 
liability can be observed in the problem of insufficient protection of corpora-
tion personnel not responsible for the committed crime, but has to suffer the 
consequences of attributing guilt to the whole collective entity. Here the au-
thor states an effective metaphor by Bierce about a corporation as a “profit 
maximization and responsibility minimization machine”. A good example to 
illustrate negative consequences of such an approach is the case of EF Hutton 
and Co., a brokerage company which performed a large-scale fraud in which 
400 banks suffered loss. The company accepted plea bargain and paid $2.75 
million, but no manager was held responsible for this crime although the US 
Department of Justice found that there was basis for charges against two 
managers. (Fisse, 1995: 382). 

Bearing in mind that criminal law implies socio-ethical function which 
requires that it should be used not only as a reaction to a committed offence, 
but also as a very important means of raising awareness about what behaviors 
are socially undesirable and inacceptable from the standpoint of basic ethical 
principles, letting individuals who are not directly involved in crime suffer 
from the consequences of criminal sanctions seems paradoxical. Ethical im-
perative of punishing crime perpetrators in this case means indirectly punish-

ing “the innocent”, thus practically undoing positive ethical effects. Also, it is 
not a rare case of “transferring” liability to those who are placed at a lower 
corporate hierarchical level, in order to avoid liabilities of the management 
and the legal person itself. The impact of corporate cultural aspects on poten-
tial corporate criminal conduct is also interesting field of research. (Kekovi  
et al., 2011; Ljuština, 2013; Petrovi  et al., 2012). This is an inherent trend in 
societies such as British which are based on the identification theory, so that 
actions of employees cannot be attributed to the corporation even if they have 
been performed for its benefit and as part of business activities. 

Braithwaite concludes that criminal law in itself is not an ideal instru-
ment for solving corporate crime problem, and that the process of negotiating 
between regulatory bodies (the state) and corporations is a key strategy and 
that criminal law is an instrument which is supposed to serve as a strong ne-
gotiating argument in the hands of the regulators – the ultimate sanction 
which can be implemented if a corporation refuses other possibilities offered 
in the negotiation process. He believes that the main aim of regulatory bodies 
should be developing efficient mechanisms of internal control within corpo-
rations. (Braithwaite, 1984: 290). The similar opinion is expressed by some 
other researchers (Gruner, 2007). 

Simpson thinks that corporate criminal liability system has not 
achieved expected effects. In the first place, the effect of general prevention 
by means of deterrence of potential perpetrators (legal persons, that is, their 
managers) with strict criminal sanctions failed to produce the expected re-
sults. The author offers a number of theoretical explanations for the failure of 
Criminal Las in the field of corporate crime. Firstly the fine amounts are in-
adequate (powerful companies do not regard it as a serious threat since they 
are financially dominant), and at the same time the probability that a crime 
would be detected is small. Mild penalties together with a low percent of 
sanction certainty lead to comparatively minimal preventive effect of crimi-
nal policy. Numerous data testify about comparatively mild punitive crime 
policies against corporate crime. Thus, 89% out of 228 corporations con-
victed of crime before the US courts in the period between 1984 and 1987 
were fined to pay the amount of $53,974 on the average. 16% of these com-
panies were ordered to pay damages, whose average amount was $239.987. 

Proceedings against corporation are lengthy and include a great num-
ber of mutually interconnected actors which makes it difficult to detect a 
crime. The fact that position of the victim is often different than in other 
types of crime, because victimization process is not so obvious (for example, 
environmental crimes), and direct consequences are hard to prove, leads to 
the situation in which the reaction of the victim as basis for starting appropri-
ate formal mechanisms in a great number of cases either comes too late or 
does not come at all. There is also the problem of performing the efficient 
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corporate cases investigation, because standard investigative instrumentation 
which is used in cases of conventional crimes is not appropriate for detecting 
corporate crimes. Police officers are trained to investigate conventional 
crimes, and they often do not have investigative skills necessary for unveiling 
crimes perpetrated by complexly structured corporations. Finally, selectivity 
in implementation of crime regulations by the authorities leads to the situa-
tion that criminal proceedings against the most powerful corporations are 
rarely initiated. (Simpson, 2002: 45 – 61; Stotland, 1982).  

Research carried out by Adler and Lord proved the existence of sig-
nificant selectivity on the part of state agencies. They studied implementation 
of criminal justice regulations in the field of environmental crime and con-
cluded that until 1984, there were no criminal proceedings initiated against 
some of the biggest corporations in the USA. In the period between 1984 and 
1989, only 6% out of the total number of processed companies was from the 
group of 500 most powerful corporations in the USA. In the total sum of 
corporations against which there were any criminal proceedings for environ-
mental crimes (until 1991, when Adler and Lord’s article was published) so-
called Fortune 500 corporations (500 of the richest corporations) were repre-
sented with 1.6%. A strong contrast to these data is the fact that these 500 
corporations produce about 54% national income from non-agricultural (in-
dustrial) business. (Adler et al., 1991: 796) 

Shortcomings of criminal law instrumentation and factors of 
organizational structure and business risk estimates 

From the perspective of certain authors criminal law is an inadequate 
mechanism for confronting corporate crime. In this case a difference is made 
between crimes which are mala in se and those which are mala quia pro-
hibita. Thus, in case of the former delict category, whose immorality is indis-
putable, criminal law is an adequate mechanism because the social condem-
nation of such crimes is unanimous. Still, so called regulatory offenses, for 
which corporate agents are usually held responsible according to Anglo-
American law, represent the latter category of delicts, whose immorality is 
disputable. In case of such criminal behaviors, the efficiency of criminal law 
depends on perception of its legitimacy. When norms according to which 
certain business practices are forbidden are considered unjustified, deterrent 
effects of criminal sanctions will be low.  

Although, on one hand, it is shown that mild punitive policy in a way 
“encourages” corporate criminality, on the other hand, punishments which 
are too severe lead to similar undesirable effects – “closing down” companies 
for fear of potentially high fines for cooperation with investigation authori-
ties; resorting to mechanisms such as bankruptcy/insolvency in order to avoid 
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depends on perception of its legitimacy. When norms according to which 
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Although, on one hand, it is shown that mild punitive policy in a way 
“encourages” corporate criminality, on the other hand, punishments which 
are too severe lead to similar undesirable effects – “closing down” companies 
for fear of potentially high fines for cooperation with investigation authori-
ties; resorting to mechanisms such as bankruptcy/insolvency in order to avoid 

liability; transferring production of illegal goods to other countries, etc. 
Those possibilities result in “transferring” the effects of high fines from cor-
porations to their customers. (Simpson, 2002: 52). Braithwaite also agrees 
with this, and emphasizes that, in cases where the financial cost of strict regu-
lation implementation is too high, it is not realistic to expect that a company 
will act in agreement with legal norms. (Braithwaite, 1985: 125). 

Certain research studies deny the hypothesis that deterrent effect of 
criminal sanctions is greater in comparison with other types of sanctions. 
Simpson and Copper analyzed 38 cases of corporations which were convicted 
of violating antitrust law, in the period between 1928 and 1981, in order to 
investigate whether the implemented sanctions affected reduction of possibil-
ity of recidivism. They observed several variables simultaneously – sanction 
certainty, sanction severity, sanction basis (civil, criminal or administrative 
law), market changes, economic situation, “criminal opportunities” and moti-
vation. The results of the research show that criminal and civil law sanctions 
have a greater effect than those based on administrative law. The study 
proved that sanction severity is a stronger recidivism inhibitor in comparison 
with sanction certainty and “promptness”. In addition to that, the study came 
to a conclusion that cultural and economic climate (“criminal opportunities”, 
motivation etc.) which surrounded companies, triggered criminal activities 
which overcame the deterrent effects of other factors. (Simpson et al, 1992: 
370 – 375). 

Studies show that data processing in collective entities has some im-
portant specificities. Thus, within a group decision-making process all par-
ticipants behave differently than they would behave when they decide for 
themselves. Factors which prevent an individual to decide to commit a crime 
do not have the same effect in the process of risk estimation process in a 
group. Simpson believes that the individual perception of risk changes and 
adapts to the group dynamics, so that most of corporate decisions about 
committing a crime is a consequence of group decision-making which cannot 
be reduced to a simple mathematical sum of individual wills. In that way, the 
deterrent effect which would occur in cases of certain actors disappears in the 
process of collective decision-making. (Simpson, 2002: 53).  

The example for this Simpson finds in General Dynamics, as it was ac-
cused for fixing tenders several times during the 1950s. She concludes that 
marketing and sales managers of the company were prone to deviant subcul-
ture, while other departments of the company, probably, operated in accor-
dance with the law. Moore thinks that strict criminal sanctions are more like-
ly to lead to undesired results, than to positively affect corporate crime deter-
rence, and he suggests turning to alternative ways of legal control of corpora-
tions. (Moore, 1987: 379 – 402). 
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Risk calculations performed by corporations greatly differ depending 
on numerous external factors. Although there is a hypothesis that corpora-
tions which are not financially stable are more prone to violating regulations 
than those which are financially stable, Yaeger states that various studies do 
not offer basis for this conclusion. Research studies shed light on the fact that 
companies with good business results engage in criminal activities less often 
that those with bad business results, and also that corporations operating in 
the most developed ad profitable industries commit illegal acts more fre-
quently than the two previously mentioned groups. The author concludes that 
external factors of risk evaluation, such as predicting global or national future 
economic trends or state factors reaction, as well as social factors such as 
deviant subculture shape the process of corporate decision-making and con-
sequently lead to a modest deterrent effect of criminal sanctions. State regula-
tions achieve better results in preventing and combating corporate crime by 
indirectly influencing cultural and corporate ethics norms of company mem-
bers than by sanction threat. (Yaeger, 2007: 29).    

Conclusion 

Analysis of the basic characteristics of corporate crime has led us to 
the conclusion that it is, even when it is focused on the acquisition of corpo-
rate profits, has always as the resultant white-collar crime, because the bene-
fits of it necessarily leads to a particular physical entity. This type of crime is 
necessarily determined by the desire for material gain, which is formally 
expressed by increasing the assets of the legal person as a fictitious entity, but 
is essentially materialized through profit maximization of individuals who 
stand behind the mask of ‘collectivity’. (Miloševi  et al., 2015: 211). Crimi-
nal policy, therefore, should aim to unveil the real nature of corporate crime, 
and develop measures that will lead to efficient crime prevention.  

Summarizing all the arguments pro et contra,  we can conclude that 
criminal law is not the only instrument of corporate crime prevention, but 
also have in mind that seriousness and social danger of some forms of corpo-
rate crime definitely justify imposing the criminal sanctions on legal persons.  
Radulovi  correctly concludes that in modern societies the awareness about 
the necessity of initiating the process of combating crime, and that suppress-
ing criminogenic determinates and that overall results of criminal policy 
largely depend on the success in this field. (Radulovi , 1999: 41).  Therefore, 
if a state does not undertake serious socio-preventive measures in order to 
affect corporate crime causes, introducing the possibility of imposing crimi-
nal sanctions, as well as their implementation, will not lead to desired results. 
In addition to this, it should also be stated that a systematical legislative ap-
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Radulovi  correctly concludes that in modern societies the awareness about 
the necessity of initiating the process of combating crime, and that suppress-
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largely depend on the success in this field. (Radulovi , 1999: 41).  Therefore, 
if a state does not undertake serious socio-preventive measures in order to 
affect corporate crime causes, introducing the possibility of imposing crimi-
nal sanctions, as well as their implementation, will not lead to desired results. 
In addition to this, it should also be stated that a systematical legislative ap-

proach is one of the main conditions for providing an efficient response to 
corporate crime challenges.  
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Kriminalnopoliti ki aspekti odgovornosti pravnih lica za 
krivi na dela – razli iti teorijski pristupi 

 
Apstrakt: Rad se bavi razli tim teoretskim pristupima vezanim za utvrdji-
vanje odgovornosti pravnih lica za krivi na dela u nacionalnom zakono-
davstvu. 
Kriminalitet korporacija predstavlja ozbiljnu kriminalnu pojavu koja izaziva 
visok stepen društvene opasnosti u mnogim oblastima – odražava se na eko-
nomiju i trgovinu, zdravlje i bezbednost na radnom mestu, ekološku zaštitu, 
ljudska prava i drugo. Uvodjenje krivi nopravne odgovornosti pravnih lica u 
ve inu savremenih zakona otvorilo je teorijske debate u okviru razli itih aka-
demskih disciplina, kao što su krivi no pravo, kriminologija, sociologija i 
socijalna psihologija, ekonomske i druge nauke. Kao važna kriminološka 
disciplina, kriminološka politika treba da se bavi analizom argumenata pro 
et contra odgovornosti pravnih lica za krivi na dela kao instrumenta za pr 
venciju i suzbijanje korporativnog i drugih vidova privrednog kriminala. 
Centralni deo rada istražuje razli ite teorijske poglede i argumente vezane za 
efikasnost i opravdanost zakonodavnih mera uperenih protiv pojave korpora-
tivnog kriminala. Autor naglašava ekonomske, sociološke i korporativno-
kulturne aspekte uvodjenja i utvrdjivanja krivi ne odgovornosti pravnih lica. 
Cilj autora jeste da prikaže razli ite dimenzije ove teme i ukaže na njihovu 
medjusobnu povezanost. 
Klju ne re i: odgovornost pravnih lica za krivi na dela, politika, kriminalitet 
korporacija.
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 1        

    
Mean 

  N 
Stat. Std. 

Er. 

Std. 
Dev.

cV
% Min Max Ske

w. 
Kur

t. 

 ( ) 89 183,7
5 0,58 5,52 3,00 170,

0 
198,

0 
-

0,02 0,05 

 ( ) 89 91,06 1,05 9,94 10,9
1 70,0 120,

0 0,41 0,24 

 ( / ²) 89 26,96 0,28 2,67 9,92 21,6 37,0 0,66 1,25 
   

( ) 89 3,72 0,12 1,18 31,6
6 1,0 5,0 -

0,33 
-

1,24 
  

( ) 89 3,56 0,11 1,08 30,2
1 1,0 5,0 -

0,05 
-

1,03 
-  

( ) 89 3,47 0,14 1,34 38,6
2 1,0 5,0 -

0,20 
-

1,37 

 ( ) 89 2,47 0,10 0,97 39,0
9 1,0 5,0 1,32 1,23 

 50  
( ) 89 3,47 0,14 1,28 36,8

7 1,0 5,0 -
0,05 

-
1,49 

 
      

 .       
 . 

  2       
       

„ “     . 
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   N

Stat. Std. 
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Std. 
Dev

. 
cV% Min Max Ske

w. 
Kur

t. 

 ( ) 5 184,
00 1,10 2,45 1,33 180,0

0 
186,0

0 -1,36 2,00 

 ( ) 5 91,6
0 2,73 6,11 6,67 83,00 100,0

0 -0,08 1,40 

 ( / ²) 5 27,0
2 0,72 1,62 6,00 24,50 28,90 -0,87 1,63 

   
( ) 5 2,80 0,37 0,84 29,88 2,0 4,0 0,51 -

0,61 
  

( ) 5 3,80 0,49 1,10 28,83 2,0 5,0 -1,29 2,92 

-  
( ) 5 2,60 0,40 0,89 34,40 1,0 3,0 -2,24 5,00 

 ( ) 5 1,80 0,20 0,45 24,85 1,0 2,0 -2,24 5,00 
 50  

( ) 5 2,60 0,40 0,89 34,40 2,0 4,0 1,26 0,31 
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 . 

  3       
       

„ “     . 
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     „ “ 
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   N

Stat. Std. 
Er. 

Std. 
Dev. cV% Min Max Ske

w. Kurt. 

 ( ) 61 183,2
3 0,66 5,12 2,79 170,

0 195,0 0,18 -0,06 

 ( ) 61 90,36 1,36 10,6
1 11,74 70,0 120,0 0,57 0,44 

 ( / ²) 61 26,90 0,37 2,88 10,69 21,6
0 37,0 0,75 1,30 
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Mean 
 N 

Stat. Std. 
Er. 

Std. 
Dev. cV% Min Max Skew. Kurt. 

 ( ) 23 185,0
9 1,42 6,82 3,69 170,0 198,0 -0,53 0,19 

 ( ) 23 92,78 1,83 8,76 9,44 79,0 110,0 0,03 -0,89 
 

( / ²) 23 27,10 0,49 2,35 8,67 22,90 32,50 0,31 0,15 

   
( ) 23 3,61 0,26 1,27 35,19 2,0 5,0 -0,19 -1,68 

  
( ) 23 3,30 0,19 0,93 28,03 2,0 5,0 0,45 -0,40 

-
 ( ) 23 3,00 0,24 1,17 38,92 1,0 5,0 0,38 -0,95 

 
( ) 23 2,17 0,10 0,49 22,59 1,0 3,0 0,47 0,90 

 50 
 ( ) 23 3,26 0,26 1,25 38,37 1,0 5,0 0,07 -1,24 
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   , Wilks' Lambda=0,96; F=0.554; p=0,77; Partial 
Eta Squared 0,02. 

  5        
      . 

 
 5          

    

Source Dependent 
Variable 

Type 
III  

Sum of 
Sq. 

Df Mean 
Square F Sig. Partial 

Eta Sq. 

 57,95 2,00 28,97 0,95 0,39 0,02 
 99,54 2,00 49,77 0,50 0,61 0,01  
 0,68 2,00 0,34 0,05 0,95 0,00 

 
          

       
        

.    ( )  
       

       j   
    , Wilks' Lambda=0,842; F=1.473; 

p=0,154; Partial Eta Squared 0,082. 
  6         

  ,   . 
 

 6          
    

Source Dependent 
Variable 

Type III 
Sum of 

Sq. 
df Mean 

Square F Sig. Partial 
Eta Sq. 

   5,339 2 2,669 1,968 ,146 ,044 
  2,175 2 1,087 ,938 ,395 ,021 

 

- 12,717 2 6,359 3,759 ,027 ,080 



43БЕЗБЕДНОСТ 2/2015

ОРИГИНАЛНИ НАУЧНИ РАДОВИ

      
 .       

 . 
   ( )   

       
         

   , Wilks' Lambda=0,96; F=0.554; p=0,77; Partial 
Eta Squared 0,02. 

  5        
      . 

 
 5          

    

Source Dependent 
Variable 

Type 
III  

Sum of 
Sq. 

Df Mean 
Square F Sig. Partial 

Eta Sq. 

 57,95 2,00 28,97 0,95 0,39 0,02 
 99,54 2,00 49,77 0,50 0,61 0,01  
 0,68 2,00 0,34 0,05 0,95 0,00 

 
          

       
        

.    ( )  
       

       j   
    , Wilks' Lambda=0,842; F=1.473; 

p=0,154; Partial Eta Squared 0,082. 
  6         

  ,   . 
 

 6          
    

Source Dependent 
Variable 

Type III 
Sum of 

Sq. 
df Mean 

Square F Sig. Partial 
Eta Sq. 

   5,339 2 2,669 1,968 ,146 ,044 
  2,175 2 1,087 ,938 ,395 ,021 

 

- 12,717 2 6,359 3,759 ,027 ,080 

 

 6,010 2 3,005 3,393 ,038 ,073 
 50 

 6,217 2 3,109 1,938 ,150 ,043 

 
          

      
        . 

    ( )   
  : -  (F=3.759, p=0.027)   (F=3.393, 

p=0.038).        
      -    

„ “  „  “ ( D 0,721, p=0,048),    
       „ “  

„  “ ( D 0,465, p=0,039).     
         

. 
 

 
       

        
   .     

       
       

     .    
        

       . 
    „ “    

         
  „  “,       
      . 

      
 325  -         

,  21-25  ( , 1981)     
      ,    

 .          
4,54%      .    

    14,47%      . 
         

-       -
 (   ., 2000).     



Разлике базично-моторичког статуса пратилаца у Управи за обезбеђење одређених личности...

44 БЕЗБЕДНОСТ 2/2015

          50 .    
  ,      

            
15,16%.            

   1,32%    ,      50   
1,00%. 

        
      

 -   ( , 2000).       
         

0,56%,      50      
 2,85%.         

     7,09%. 
     

   -   
       ,   18 

 24  (   ., 2010)       
       ,    

         . 
       

   -   
      ,   
           

50-  ,       
      10-   -

  .       
  ,      

.          
       ,   

     . 
       

,         
   .      
          

 .      
   .     

       
        . 

         . 
         

    ,    
  ,      



45БЕЗБЕДНОСТ 2/2015

ОРИГИНАЛНИ НАУЧНИ РАДОВИ

          50 .    
  ,      

            
15,16%.            

   1,32%    ,      50   
1,00%. 

        
      

 -   ( , 2000).       
         

0,56%,      50      
 2,85%.         

     7,09%. 
     

   -   
       ,   18 

 24  (   ., 2010)       
       ,    

         . 
       

   -   
      ,   
           

50-  ,       
      10-   -

  .       
  ,      

.          
       ,   

     . 
       

,         
   .      
          

 .      
   .     

       
        . 

         . 
         

    ,    
  ,      

        
    ,  .    
  ,        

    (Sörensen, 2005). 
      26,96 / ²,  

   .   
      ,   

   ,     
 ,       

 (Glaner et al., 2010: 45).      
,          : 

   ,  , ,  
 ,     ,  ( , 

2001: 156).         
         

       -
  (Sörensen et al., 2000).   -

             
   ( - , 2002: 98). , 

         
  ,  ,   -  

 ( , 2004; Liukkonen et al., 2007). 
,       -

      
        .   
    „ “  „  “ 

      ,   
         

  .       
    ,       

,          
,       -   ( -

, 2010: 74).       -
   ,     

  ( , 2010: 95).     
        

.   ,     
     -    

. . Bonneau  . Brown (1995)     
    .     

,       80-90%   
  . 



Разлике базично-моторичког статуса пратилаца у Управи за обезбеђење одређених личности...

46 БЕЗБЕДНОСТ 2/2015

 
 

      89   
          

 .    ,   24  44 . 
          

   : „ “ (N=5), „ “ 
(N=61)  „  “ (N=23).    

:     ,   
 ,        , 

   ,    , 
    . 

   ( )   
      

     : 
         -

      
        

; 
         

      
        

; 
         

      
        ; 

         
     

        . 
    : -  (F=3.759, 

p=0.027)   (F=3.393, p=0.038). 
       -

          
      -    

  „ “  „  “,     
 ,    ,     
. 

  -     
         
          

.        
   .      



47БЕЗБЕДНОСТ 2/2015

ОРИГИНАЛНИ НАУЧНИ РАДОВИ

 
 

      89   
          

 .    ,   24  44 . 
          

   : „ “ (N=5), „ “ 
(N=61)  „  “ (N=23).    

:     ,   
 ,        , 

   ,    , 
    . 

   ( )   
      

     : 
         -

      
        

; 
         

      
        

; 
         

      
        ; 

         
     

        . 
    : -  (F=3.759, 

p=0.027)   (F=3.393, p=0.038). 
       -

          
      -    

  „ “  „  “,     
 ,    ,     
. 

  -     
         
          

.        
   .      

   ,   .  
       ,  

           
        

  . 
        

-           
„ “        „  

“.            
  .      

    ,      
     ,   
    ,       

     . 
       -

   ,    
         
.        

      ,  
        

 .    
         

. 
 

 
 
1. , ., , ., , ., (2000).  

    71.    
   ,     

   2,    , 
, . 127-136. 

2. Anderson, G. A., Plecas, D., Segger, T., (2001). Police officer physical 
ability testing: Re-validation a selection criterion, Policing An 
International Journal of Police Strategies & Management, 24 (1), . 8-
31. 

3. , ., , ., (2009). -    
    , , . 50, . 

1-2, . 105-118. 
4. Bonneau, J., Brown, J., (1995). Physical ability, fitness and police work, 

Journal of Clinical Forensic Medicine 2, . 157-163. 
5. , . ., (2010).    

  , , . 1, . 74-93. 



Разлике базично-моторичког статуса пратилаца у Управи за обезбеђење одређених личности...

48 БЕЗБЕДНОСТ 2/2015

6. , ., , ., , ., (2007). - -
    -   
     -  
  , , , 49(4), . 166-183. 

7. , ., , ., , ., , ., , 
., , ., , ., , ., , ., 

(2010).     
  -   ( )   
        

 , -  , 
. 

8. , ., (2000).     
        

      -  
 (  ),   , . 

9. - , ., (2002).  ,  . 
10. Glaner, M., Lima, W., Borysiuk, Z., (2010). Body fat deposition and risk 

factors of cardiovascular diseases in men. Human Movement, 11(1), . 
45-50. 

11. , ., (2004).  ,  , 
. 

12. Liukkonen, J., Auweele, Y. V., Vereijken, B., Alfermann, D., 
Theodorakis, Y., (2007). Psychology for physical educators, Human 
kinetics, USA. 

13. , ., (1981).     
     

(  ),    , . 
14. , ., , ., (2012).     

,     , -
 , , . 47-60. 

15. , ., (2011). ,      
    ,   

  , -  , 
, . 135-156. 

16. , ., (2003).      
  , , . 2, . 105-120. 

17. , ., (2001).     
   ,  . 

18. , . ., (2003).    ,  
, . 

19. Sörensen, L., Smolander, J., Louhevaara, V., Korhonene, O., Oja, P., 
(2000). Physical activity, fitness and body composition of Finnish police 



49БЕЗБЕДНОСТ 2/2015

ОРИГИНАЛНИ НАУЧНИ РАДОВИ

6. , ., , ., , ., (2007). - -
    -   
     -  
  , , , 49(4), . 166-183. 

7. , ., , ., , ., , ., , 
., , ., , ., , ., , ., 

(2010).     
  -   ( )   
        

 , -  , 
. 

8. , ., (2000).     
        

      -  
 (  ),   , . 

9. - , ., (2002).  ,  . 
10. Glaner, M., Lima, W., Borysiuk, Z., (2010). Body fat deposition and risk 

factors of cardiovascular diseases in men. Human Movement, 11(1), . 
45-50. 

11. , ., (2004).  ,  , 
. 

12. Liukkonen, J., Auweele, Y. V., Vereijken, B., Alfermann, D., 
Theodorakis, Y., (2007). Psychology for physical educators, Human 
kinetics, USA. 

13. , ., (1981).     
     

(  ),    , . 
14. , ., , ., (2012).     

,     , -
 , , . 47-60. 

15. , ., (2011). ,      
    ,   

  , -  , 
, . 135-156. 

16. , ., (2003).      
  , , . 2, . 105-120. 

17. , ., (2001).     
   ,  . 

18. , . ., (2003).    ,  
, . 

19. Sörensen, L., Smolander, J., Louhevaara, V., Korhonene, O., Oja, P., 
(2000). Physical activity, fitness and body composition of Finnish police 

officers: a 15-year follow-up study, Occupational Medicine, 50(1), . 
3-10. 

20. Sörensen, L., (2005). Correlates of physical activity among middle – 
aged Finnish male police officers, Occupational Medicine, 55(2), . 
136-138. 

21. , ., (2010).    , -
-  , . 

22. , ., (2001).   ,  -
 , ,     , 
. 

Basic-motor status differences of escorts in the  
Administration for  

Guarding Certain Persons and Buildings according to the type 
of previous professional engagement 

 
Abstract: The goal of this research is to establish - by measuring the se-

lected variables and their comparison - whether a statistically significant 
difference in morphological and motor characteristics exists between escorts 
in the Administration for Guarding Certain Persons and Buildings according 
to the type of previous professional engagement. A successful selection is the 
basic precondition for forming an individual capable of responding to all 
challenges of the job, in accordance with the specific characteristics of the 
tasks of the Administration for Guarding Certain Persons and Buildings. The 
basic-motor status of police officers is a very important aspect of monitoring 
their work, and studying the differences of morphological characteristics and 
motor abilities shall provide guidelines in the education and advancement of 
police officers. The subjects were divided into 3 groups based on their previ-
ous professional engagements and organizational units. It was determined 
that between the escorts divided into groups, by type of previous professional 
engagement, there were no statistically significant differences regarding the 
morphological variables, at the general and partial level. In relation to the 
motor variables at the general level there were no statistically significant 
differences, whereas at the partial level there were significant differences 
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Abstract: In the context of emerging global threats, the requirements 

for future practitioners in the field of national security will gradually encom-
pass a wide range of competences. In the attempt to meet the standards of 
efficiency and performance imposed by the perpetual shifts of the external 
environment, the institutions responsible with training and educating future 
practitioners will have to adapt to the new parameters and implement inno-
vative teaching methods, complementary to the traditional ones. Leading 
from this starting point, the paper addresses the issue of think-tanks, simula-
tion and modelling, used as teaching techniques for creating complex deci-
sion-making patterns and identifying conflict resolution models. According to 
the constructivist learning theories, knowledge is created through experience 
while exploring the world and performing activities. Due to the last-decade 
developments in technology and software, serious gaming can contextualize 
the player’s experience in realistic environments and replicate the real world 
interactions. 

 Keywords: experiential learning, simulation, virtual reality, think 
tank, education, national security 

 
Introduction 

 
 In a globalizing world, the military threats have gradually translated 

from traditional forms into asymmetrical, transnational and economic war-
fare. The fast-paced developments in technology place the current environ-
ment in the final phase of the technological utility, that of ubiquitous use, 
when the software and programs available filter through all levels of society. 
Cyclically, technological innovation propels society towards progress. 
Launching the personal computer in 1974, the emergence of the Internet and 
of the World Wide Web, the development of mobile technology are basic ex-
amples of how technology advancement went beyond mere business innova-
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tion, and changed thinking, relational and behavioral patterns within the soci-
ety. 

As it was perceived and understood until present times, the technologi-
cal change provokes power shifts in the international system, conventional 
threats gain complexity and induce a higher degree of uncertainty. In the con-
text of emerging global threats, the requirements for future practitioners in 
the field of defense and national security will gradually encompass a wider 
range of competences.  

For attaining efficiency in preventing and counteracting national secu-
rity threats, the future intelligence practitioners must develop certain skills 
and abilities that will allow them an accurate management of the risks im-
plied. Leading from this premise, the paper is structured on three main areas 
of interest, related and interdependent, which all revolve around the idea of 
CHANGE: the dynamics of the security environment, the advancements in 
the technological domain, and the changes in the educational landscape. 
Somehow, the solution identified for enabling efficiency when it comes to 
managing national security threats can be found at the intersection of those 
three areas. Modeling and simulation, in the form of serious gaming are ad-
dressing both the technological developments – as risk generators and the 
needs of the Millenials – as they are shaped in the current educational land-
scape. 
 

Part One: The dynamics of the security environment 
 

The security environment, as we experience it today, is distancing itself 
from the theoretical paradigm within which we have analyzed it so far. The 
international system is becoming more anarchic, not in the sense of lacking a 
central authority, to which all entities subordinate, but in the sense the rules 
we established are no longer respected. The hot conflicts of contemporary 
history include insurgency and counterinsurgency movements, terrorist acts, 
cyber-warfare, political demands from non-state entities and revolutions led 
through social networking sites. The conflictual bipolarity of the Cold War 
was transformed, within the new parameters of the security environment, in 
asymmetrical ways of pursuing political, social, economic goals and conflicts 
gain complexity, becoming harder to manage than in any period of history. 

The degree of uncertainty, deriving from infinite possibilities of attack, 
imposed changes within the security structures of the states. Thus, recent mil-
itary studies focused on identifying the list of possible threats and manners to 
counteract them efficiently. But beyond mere taxonomies, the priority of the 
military structures with responsibilities in maintaining the security of the 
state and the welfare of the citizens resides in how traditional structures need 
to adapt to the realities of the security environment.  
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And for a long-term, sustainable development of the security architec-
tural structure, the process of adapting to the exponential occurring threats 
must be a grass-root movement, focusing on educational institutions respon-
sible with training future specialists and officers for security structures (na-
val, land forces, air forces, intelligence units). 
 

Part Two: The advancements in the technological domain 
 

The individual is the product of the environment he lives in and was 
influenced and shaped by the shifts in technology as much as the security 
environment has. 

In matters of accessing information, the last decades have generated 
instruments that changed the parameters within which the individual acquires 
and acknowledges data and information. The last generations have experi-
enced the process in ways different than either one before, shifting from pub-
lic libraries, to personal encyclopedias, to personal computer and mobile 
technology. The distance between the individual and the informational space 
has significantly lowered, and technology became an important part of the 
everyday existence of young people. (Laufenberg, 2010) 

The technological revolution became a continuous aspect of the era we 
live in, defined by a high degree of innovation and competitiveness. The 
software has become more complex and the machines smaller and more resis-
tant, while moving from floppy disks to cloud storage online spaces. In mat-
ters of few decades, the entire world as we knew it changed radically, the 
technology reshaped the social interactions within the society and the means 
to achieve it. Currently, approximately 40% of the world’s population has 
access to Internet, 78% of the Internet users coming from developed coun-
tries and only 32% from developing states. The number is estimated to expo-
nentially grow; by 2050 97% of the global population is expected to have 
access to Internet. (McKinsey Global Institute, 2013) 

Connecting the world in a global network, the Internet become the in-
cubator for further development of applications and software, creating the 
framework for debates and discussions that will generate the greatest ideas of 
our times. At first, Internet, like any other revolutionary invention of the 
modern times, was perceived as a force of democratization, breaking barriers 
in places where conventional/offline efforts could not, capable of creating a 
basis for democratic political culture and of changing political regimes. How-
ever, the democratization power the Internet implies is still debatable, as it is 
a technology old enough to inspire idealism and offer hope, but still young to 
demonstrate whether the prophets were right.  
 The true revolution of the Internet is neither tweeted, nor organized on 
Facebook, but it is subtle happening every day. The technological advance-
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ment has changed the balance of power, translating power from one part of 
the society to the other, in the absence of major adversities. The traditional 
forms of power are impugned – Tesla eliminates the necessity of an auto dea-
lership, in order to reach to the consumer, 3D Printing “democratizes” the 
production, allowing anyone who has the necessary means to create a minia-
ture factory, P2P platforms like Prosper and CommonBond, Bitcoins and 
apps like Boom Financial replace the need of a central bank, cards, exchange 
rates, transactioning fees and in fact, allow anyone who has access to Internet 
to get actively involved in the global economy. Highly controversial, modern 
technologies lay the premises for increasing the independence of the user, 
who, as an integrated part of the network, shares what he knows. 
 

Part Three: The changes in the educational landscape 
Digital Natives 
 

Technology developed both horizontally and vertically, which means 
not only high-level software, applications and machines were designed and 
projected, but also they expanded on a large scale within the society. Marc 
Prensky described the process of ubiquitous exposure to technology and the 
volume of daily interaction with it as a main factor in reshaping mental pat-
terns. He introduces a new taxonomy, dividing the population between digital 
natives and digital immigrants, emphasizing the discontinuities in the educa-
tional system. In fact, he explains the students have changed in ways that no 
longer allow them to adapt to the educational system as designed and imple-
mented, and that the change comes as an inherent consequence of the con-
stant exposure to technology the experienced so far. From his perspective, the 
Digital Natives start with the first generation to grow up with the new tech-
nology, while Digital Immigrants are people educated in the traditional con-
ventional teaching paradigm that had to adapt to the new parameters of the 
modern environment. But in their case, like all immigrants, some adapt to the 
environment better, and retain in a lesser degree the “accent” (their foot in the 
past)(Prensky, 2001, 2). 

Today’s students have spent their entire existence surrounded by and 
using personal computers, videogames, CD players, webcams, mobile tech-
nology, mp3 players, bluetooth speakers, collaborative platforms, social net-
working sites, IM; spending less than 5000 hours of their lives reading, but 
more than 10000 playing video games and 20000 watching television (Prenk-
sy, 2001, 1). 

The difference in approaching and understanding the environment re-
flects in the way young people choose to access information, gather data and 
relate to it. The easiest way for them to educate themselves and learn some-
thing, in a manner that will allow them to use the information to guide new 
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learning or to apply it in reality is to exploit the entire palette of technological 
instruments available. They no longer limit to the linear exposure offered by 
textbooks, but prefer searching engines that facilitate sorting the information, 
searching by keyword, highlighting elements of utmost importance, hyper-
linking information and usually acquire information with the support and as-
sistance of games, wikis, blogs they create and/or access. Most of the times, 
the digital natives learn to use the computer and surf the web and obtain digi-
tal fluency before learning how to write properly. 
 

Experiential learning 
 

Another key feature of the educational landscape as we are experienc-
ing it today comes as an inherent attribute of the digital generation. Consis-
tent with the constructivist learning theories, according to which a learner 
builds his own knowledge through experience (while exploring the world and 
performing activities), the new educational paradigm emphasizes the need of 
the students to apply the theoretical basis in concrete situations, in order to 
understand the interactions existent within the environment and learn (Vigot-
sky, 1978, 83-89). 

And although the technology advances at a fast pace and the mental 
map of the trainees and students was reconfigured, the institutional educa-
tional landscape remained anchored in the traditional paradigm, defined by 
the culture of one right answer. The traditional teaching methods focus on 
distributing the information as an input and requesting the students to repli-
cate it in the exact same form, without demanding them to ask questions or to 
exploit their creativity and curiosity. In a rather passive form of teaching, the 
students are indirectly encouraged to follow routine algorithms rather than to 
ask questions. The educational inherited system favors standardization to the 
detriment of a wider range of alternatives and possibilities. So is this obtru-
sion of the right answer the most efficient way to learn?  

Jennifer Moon considers a trainee learn from variation in the given 
learning situation (2004, 22). Consistent with the constructivist learning theo-
ries, as developed by Lev Vigotsky and Jean Piaget, David Kolb proposed a 
complex 4-stages model, through which he seeks to explain the inherent edu-
cational mechanisms triggered by modeling and simulation and how it can 
generate variations in the learning environment. The model, as thought by 
Kolb, leads from concrete experience and reflective observation to abstract 
conceptualization and active experimentation, stages within which the learn-
er/trainee moves from personal involvement to everyday situations to under-
standing the environment. The learning process takes place only when the 
trainee experiments with changing situations in the setting. The added-value 
of this educational model is that, while traditional forms of education and 
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training fail to engage the student in everyday real consequences of the theo-
ries he acknowledged and learned, Kolb experiential learning model does 
exactly that. Mel Silberman (2007, 8) stated that experiential learning (Vigot-
sky, 1978) can be based either on real experiences or on structured experience 
that approximates real life. 

Solution 
 

In the attempt to develop an efficient solution for addressing and man-
aging global threats, consistent with the realities of our time and with the 
needs of the student, one must exploit the inherent power of the Internet and 
the ability of the digital natives to use technological instruments, enabling 
their curiosity and creativity in developing efficient solutions for solving con-
flicts. Technology is changing the way education is experienced from one-
dimensional (physical) to multidimenstional (physical, virtual), exploring a 
diversity of web-based resources for conveying messages and delivering in-
formation. 

 “No area within the scope of operations research and the management 
sciences has been affected more by advances in computing technology than 
simulation” (Nance and Sargent, 2002, 161). Without the rapid development 
of technology and software, modelling and simulation “could never have 
been a major problem-solving technique”. Technological advancements allow 
the extension of instructional practice through the creation of spaces and re-
sources within which the learning process takes place - modelling and simu-
lation. Modelling, according to Maria (1997, 7) is the “process of producing a 
model”. In other words, creating, experimenting and practicing with a replica 
of the external environment for a specific purpose. Modelling copies the en-
vironment and its inherent interactions, considered to be referential for the 
area of study, while simulation provides the experience and generates a prac-
tical exercise within the given environment (Chung, 2004, 17).  

According to Maria (1997, 8) the development of an efficient simula-
tion must follow 11 steps, starting with identifying the problem, or the learn-
ing objective of the exercise. When developing a simulation exercise, this is 
the aspect of utmost importance, the script and the exercise itself aiming at 
achieving the learning objectives established. After formulating the problem 
and what the exercise seeks to obtain, the designer should start collecting and 
processing real system data, based on which he will build the virtual envi-
ronment and create the model. Based on a series of indicators (content, simi-
larities, relevance, opportunity, experimental conditions, and so on) the model 
is validated and performed.  

In accordance with constructivist theories of learning, technology can 
be used to replicate and create environments, objects and events, place the 
learner within the virtual reality setting and thus, encourage him to solve 
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problems and construct his own knowledge by active thinking and being di-
rectly involved in the problem managed. The learning process is no longer an 
exclusively passive mechanism, in which the instructor delivers the informa-
tion and the trainee must acknowledge it and replicate it exactly, but a com-
plex decision-making process. Using web-based resources in modeling and 
simulation allow the contextualization of the trainee’s experience in realistic 
environments, in which he can exert his freedom – situated cognition.  Thus, 
the evaluation is translated from a predefined list of items to evaluation of the 
decisions taken by the student (the rapidity of the decision, which indicators 
he took into consideration, did he apply the techniques and procedures taught, 
etc.) 

Placing the student in a virtual reality environment for educational 
purposes creates the experience needed to correlate theoretical to practical 
knowledge. The trainee is allowed to learn by experience, or in some cases, 
by mistake, in real conditions of time pressure and geographical limitations to 
attain the mission, but with the possibility to observe the potential negative 
consequences of his decisions in a restricted controlled environment. Thus, 
modeling and simulation reduce the chances of failure, eliminate unforeseen 
bottlenecks and prevent under or overutilization of the resources available. In 
other words, it optimizes the real system performance (Maria, 1997, 7) by 
using serious games. 

Military and intelligence taxonomy of serious gaming defines three 
types of simulation training: live (real humans operate real equipment), vir-
tual (real humans operate simulated equipment) and constructive (simulated 
people operate simulated equipment), through which military structures de-
liver their trainings and instructing modules (Sokolowski, Banks, 2012, 15). 
Modeling and simulation are important tools for exploring real-world phe-
nomena and prepare trainees for the challenges inherent to a position in the 
military field, building a discipline with its own body of norms and knowl-
edge, theories and methodologies. The technological advancements available 
in the field of virtual reality and replicating real environments have added 
value to the nature of the exercises developed within military institutions. 
However, in matters of training air, naval and land forces, serious gaming 
developed from battleship and airplanes to sophisticated video games, with-
out drifting away from the fundamental principles guiding the training. The 
war has not changed its rules, only its capabilities of force deployment.  

The dynamics of the security environment are constantly changing the 
game parameters in matters of obtaining and protecting intelligence. The in-
teractions of the political powers have gained with the end of the Cold War 
and the rise of nationalism more complexity. Territorial frontiers no longer 
limit one nation, and usually the coherence of the space is given by cultural 
and identity-related elements rather than political ones. In order to understand 
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the interactions and the frictions within a given space, one must contextualize 
areas within frameworks that highlight the production of history and explore 
the intersection of cultural and geopolitical spaces. From this perspective, 
modeling and simulation work in the same way intelligence does, by provid-
ing relevant information, thus creating a situational awareness map that can 
be used in the intelligence organization for various purposes: prediction 
(identify political, cultural patterns and their future development, assign 
probability to certain events or situations based on the evolution of the status 
quo), explanation (describe past and present phenomena), hypothesizing (ex-
plore various possibilities, identify arguments and evidences), partial analysis 
(observe how a certain phenomenon unravels in long periods of time), coop-
eration (develop team-work skills, acknowledge and implement procedures 
and techniques in communicating with co-workers and reporting to higher 
hierarchical ranks), management (overview perspective, resource manage-
ment/deployment in crisis situations, under time pressure). 

Depending on the learning objective set, the modeling and simulation 
exercise can be designed in such a manner that will efficiently attain it.  
  

Conclusion 
 

Tell me and I’ll forget. Show me and I’ll remember. Involve me and I’ll 
understand (Carter et. al, 1986). The main problems identified in the current 
educational landscape is that traditional forms of teaching can no longer meet 
the expectations and respond the requirements of the digital natives. Exploit-
ing the technological advancements, the present paper pleads for serious 
gaming used as an innovative learning method, leading from the premise it 
enables contact with the learning environment and exposes the trainee to 
processes with a high degree of uncertainty and unpredictability. Pursuant to 
traditional linear forms of teaching, experiential learning comes as a final 
stage of the learning process and reinforcing the idea of applicability of the-
ory in real situations. 

But even further, when discussing about the dynamics of the security 
environment, the status quo is described in terms of uncertainty.  Hence, the 
requirements for future practitioners in the field of national security grow and 
it is becoming a highly professionalized domain. Serious gaming, in the form 
of modeling and virtual simulation, can be successfully employed in the edu-
cation and training of future military practitioners, as being an efficient in-
struments in exploring phenomena and systems (international, regional sys-
tems) and can generate the support for innovative and integrative decision-
making patterns.  
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disaster caused by nature or man. End of the Cold War influenced the 
transformation of the social system in Poland. This was also reflected in the 
field of civil protection in this country. In Poland many sectors of civil society 
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      bootloader-    boot 
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 ( BR  Master Boot Record). 
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 2 – Boot      
( : http://www.howtoretrievefiles.com/about-data-recovery/logical-

failure,  15.02.2014.) 
BR           

(bootstrap)   BIOS-        
,  boot ,       

          boot_manager.  
 (      C:\bootmgr)  BCD  

(Boot Configuration Data)   (      C:\boot) 
         ,  

         . 
   Windows 7     
    windows loader, j. winload.exe  

 windows resume loader,  winresume.exe,    
  C:\Windows\System32  C:\Windows\System32\boot. 

 winload.exe       -
        -

  –  ntoskrnl.exe.  ,   
MB,        

   C:\Windows\System32.     -
         winresume.exe. 

 ,    smss.exe (Session Manager Subsystem)  
   C:\Windows\System32,     

    e  ,    
      winlogon.exe. 

,        
: BIOS, POST, BootStrap > MBR > Boot Sector > Boot Manager > 

WINLOAD.EXE > NTOSKRNL.EXE > SMSS.EXE > WINLOGON.EXE. 
 

    
         

 .        -
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 .        -

, ,    .   
       .     

   , USB  , 
   ,  ,    

  .         
           

. 
   Windows-a,    

          
 ,       

.          
           
   ( , 2009: 286). 

     ,    
,     (  0  65535)      

           
(Ran elovi , 2012: 19). 

 
  –  

 
   ( )     

          . 
        , 

    .     
, , , rootkit- , spyware     

 . 
         

           
    .     

          
. ,       

   .       
,    . 

 
 

           
           , 

   .     ,   
,     .   o     
    .      , 

            . 
       (executables)   
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      .   
         ,     

  . 
        

    , . .  
             

 ,        - .   
    .     ,  

  ,       (payload) 
    ( )   ( , 

).          
    (Sz r, 2005: 64). 
 

  : 
 boot     aster boot ; 
     e     

  ; 
   (multipartite)   boot   

 ; 
   (companion)   .com  

    .exe       
; 

         
,       ; 

         ,   
 . 

           
    .     
,           

 .         
     . 

 
Boot   

Boot    aster boot ,   
  (partitition table), .      . 

Boot      ,     
     ,     . 

    ,  BIOS     ROM 
      aster boot    

  .      ,     (Flo-
rio, Kasslin, 2008: 6). Boot        

 ,  ,   (dropper),   
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      .   
         ,     

  . 
        

    , . .  
             

 ,        - .   
    .     ,  

  ,       (payload) 
    ( )   ( , 

).          
    (Sz r, 2005: 64). 
 

  : 
 boot     aster boot ; 
     e     

  ; 
   (multipartite)   boot   

 ; 
   (companion)   .com  

    .exe       
; 

         
,       ; 

         ,   
 . 

           
    .     
,           

 .         
     . 

 
Boot   

Boot    aster boot ,   
  (partitition table), .      . 

Boot      ,     
     ,     . 

    ,  BIOS     ROM 
      aster boot    

  .      ,     (Flo-
rio, Kasslin, 2008: 6). Boot        

 ,  ,   (dropper),   

    „ “   boot . Boot  
      –    -
         boot . 

     aster boot ,     
        BIOS 

  .        
    MBR   bootkit  rootkit,    
   ,  boot ,    

   .       
         . 

            
 MBR.   ,    Popureb,   
        

       
 . 

 MBR          
    (Giuliani, 2011).    2007.  

 Mebroot,      MBR   
 MBR .  , bootkit-   rootkit-   
 ,         

 rootkit-     TDL4  Whistler bootkit,   
    ransomware,    
 MBR         

          
          
  . 

 

 
 

 3 –    TDL4 bootkit  
( : http://www.welivesecurity.com/2012/01/03/bootkit-threat-evolution-

in-2011-2,  15.02.2014.) 
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 ,      .  

         : 
          
. 

       ,    
       . 

      ,     
  .    ,  

          
  (  )    (   

  ,     ). ,  
   .     

     ,     
       
         -

.          
      .   ,  

 ,     ,     
         

   (         
    ).      

,     .   
         

    .  ,   
        

          
(update)       (Sinchak, 2004: 161). 

        
         

    .      
          

.        . , 
        

    ,    
     .   

      .  , 
 e-mail         

 html   .      
       html  ,  
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 ,      .  

         : 
          
. 

       ,    
       . 

      ,     
  .    ,  

          
  (  )    (   

  ,     ). ,  
   .     

     ,     
       
         -

.          
      .   ,  

 ,     ,     
         

   (         
    ).      

,     .   
         

    .  ,   
        

          
(update)       (Sinchak, 2004: 161). 

        
         

    .      
          

.        . , 
        

    ,    
     .   

      .  , 
 e-mail         

 html   .      
       html  ,  

          
   (Scarfone, Mell, 2009: 1).       

     (error-checking).    
        

  . Buffer overflow     
 ,         

 , ,        
.         

 ,      ô   
   ( , 2007: 505). 

  buffer overflow      
            

  ,      
    .     

     :     80 
,    300.     ,   

      (One, 1996: 12).   
  :   .     

         
 .       ,  
      .  

    buffer overflow      
,     .     , 

    .          
,         . 

 

 
 

 4 –   buffer overflow 
( : http://cis1.towson.edu/~cssecinj/modules/cs2/buffer-overflow-cs2-

java,  15.02.2014.) 
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  ,      . 

         
,      : ,  , 

   (Muthumanickam, Ilavarasan, 2014: 2383-2384). 
        

  .        
 .       

,      , .     
. 

        WiFi 
     o  

    „  “ (back door).  
        

 ,   ,       
 .      back door   

  ,    
.         . 

    .    
       

( ).       . 
          

   SMS, MMS, EMS, GPRS,    
,    ,   
   . 

 j       
 .        

    ,   ,  
      . 

     ,  
    . 

  ,    Windovs Mobile  Simbian OS, 
          iPhone 

iOS  Linux Android  .      
,           

 ,         .  1 
          

. 
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  ,      . 

         
,      : ,  , 

   (Muthumanickam, Ilavarasan, 2014: 2383-2384). 
        

  .        
 .       

,      , .     
. 

        WiFi 
     o  

    „  “ (back door).  
        

 ,   ,       
 .      back door   

  ,    
.         . 

    .    
       

( ).       . 
          

   SMS, MMS, EMS, GPRS,    
,    ,   
   . 

 j       
 .        

    ,   ,  
      . 

     ,  
    . 

  ,    Windovs Mobile  Simbian OS, 
          iPhone 

iOS  Linux Android  .      
,           

 ,         .  1 
          

. 
 
 
 

 1        , 
 2011. (www.gartner.com) 

O  2009. 2010. 2011. 2012. 
Android 3,9% 22,7% 38,5% 48,8% 

BlackBerry 19,9% 16% 13,4% 11,1% 
iOS 14,4% 15,7% 19,4% 17,2% 

Symbian 46,9% 37,6% 19,2% 0,1% 
Windows Mobile 8,7% 4,2% 5,6% 19,5% 

6,1% 3,8% 3,9% 3,3% 
   172 297 468 631 

 
      

        . 
        
   .   iOS 

 Apple  BlackBarry Research In    
   .     , 

            
   .  Android    

     .  Android 2.3 
    ,     3  

    API        
. Android    4      
 . 
      WiFi  

        , 
         

   ( , , , 2012: 92).  
   ,     ,  

    https/ssl    
  .     

   ,     
       .   

,    (    3G  4G)  
      a   

     . 
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 ,   ,    
     ,     

 .         
     .     
           

        .      
        

         . 
    :  

 url- ,  ,  Google  
,         

        . 
        w    

        , 
        
.        

   .   ,  
  ,      

,         Google 
    .     

             
  .       

 ,         
.  ,        ,   

  . ,     ,  ,   
    : Scan your PC, Your PC infected... .,  

            
usb  .       „ “ 

 ,         
   .     

         
          

(keyloger).    Internet Explorer-a  
      . Internet 

Explorer         . 
    „crack, kaygen, patch“  
    ,   .   

   ,  ,    . 
    . 
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 ,   ,    
     ,     

 .         
     .     
           

        .      
        

         . 
    :  

 url- ,  ,  Google  
,         

        . 
        w    

        , 
        
.        

   .   ,  
  ,      

,         Google 
    .     

             
  .       

 ,         
.  ,        ,   

  . ,     ,  ,   
    : Scan your PC, Your PC infected... .,  

            
usb  .       „ “ 

 ,         
   .     

         
          

(keyloger).    Internet Explorer-a  
      . Internet 

Explorer         . 
    „crack, kaygen, patch“  
    ,   .   

   ,  ,    . 
    . 

          
  ,        .  

  ,       . 
        

, National Vulnerability Database (NVD),  2014.    
   19  .    

,     Microsoft Windows    
         . 

    Apple Mac OS X    147 
  ,    64     

 .      Apple,    
  i S.  2014.   Apple i S   127 

,    32      . 
      Linux  119  

,    24      . 
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The Vulnerability of Operating Systems to Malicious Programs 

 
Abstract: Although there are many things that need protection, the 

main ones are those that appear on the Internet. Many harmful programs 
instal themselves surreptitiously on the user's computer and their infiltration 
cannot be influenced without proper protection. When this happens, it is usu-
ally too late and a thorough inspection of the whole computer is needed. 
Many viruses and hackers on many mobile devices are becoming an increas-
ing problem in today's protection of personal information. Viruses for mobile 
phones have been known for a long time, yet the majority of users of these 

devices infected with malware are not aware of the infection because they do 
not know for the existence of security vulnerabilities of their operating sys-
tems. This paper presents an overview of the corresponding operating sys-
tems that support encryption in relation to the selected mobile phone, which 
can lead to a greater level of security of the device. There are many different 
types of harmful software that affect the security of mobile devices as well as 
personal computer systems of users, such as viruses, Trojans, malware, boot-
kits and others. Master boot sector, the first sector of the hard disk in a com-
puter system which contains the code needed to run the operating system is 
often the target of specific types of viruses called bootkits or rootkits. Since 
they are invisible to the operating system it is very difficult to remove them 
from an infected computer.  Therefore the review of the existence of vulner-
abilities in operating systems offered in this paper is an attempt at drawing 
attention to their possible attacks. 

Keywords:   operating systems, vulnerability, malicious program, boot 
sector viruses. 
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Political Violence and Globalization – Challenges of  

Democracy Development 
 

Abstract: Despite the progress in all fields, modern society is facing 
the development of the means of political violence. Technological develop-
ment also has its dangerous side. Many researches in the field of science are 
often carried out for the sake of military needs, and scientific researchers are 
often misused in military purpose. Political violence represents one of the 
greatest threats for the democratic development and human rights in contem-
porary society. The main goal of this paper is to analyze the position of po-
litical violence in contemporary society, particularly focusing on its covert 
use by the great powers, which is often justified by the struggle for democ-
racy and achieving human rights. In that sense this paper is divided into two 
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parts. The first part analyzes the globalization process, underling that this 
process has double face, whose negative side can significantly contribute to 
the spread of political violence. In the second part the author deals with the 
relations between policy and violence in contemporary society. The paper 
underlines the need for critical approach to political violence. This critical 
approach is crucial for understanding of political violence which is the first 
step in the fight against it. Political violence is not always negative and 
sometimes can have a positive role, especially when it comes to defensive war 
and combating terrorism. But the main problem here is that this can be mis-
used to justify political violence in general. What is positive and what is the 
negative role of political violence often depends on the perspective of obser-
vation. Unfortunately, it seems that the privilege to enforce the standard to-
day is reserved only for great powers, and they have become main judges 
who decide when political violence is to be approved of or not. This is the 
way in which a war becomes humanitarian interventions, protection of hu-
man rights, etc. That is why it is of great importance to encourage and initi-
ate all actions in science which aim to understand and counter this complex 
phenomenon. 

Keywords: policy, violence, globalization, democracy, contemporary 
society.        
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Analysis of Criminal and Other Legal Provisions Relevant for 

Detective Activity 
 
 Abstract: The term detective activity is of a recent day in our region, 
although these activities were performed, through appropriate forms and 
ways, even in the period before this issue was regulated by law. Despite the 
enactment of the Law on Detective Activity there are certain regulations con-
tained in other laws that directly or indirectly may apply to the detective ac-
tivity.  This paper uses content analysis methods, comparison, deduction and 
synthesis in order to explore and analyze problems relevant to this subject 
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cant, because their correct application allows for legal and professional per-
formance of detective activities. 
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The Utility of Involving Citizens in the Complaint  

Procedure 
  

Abstract: During the performance of increasingly complex and de-
manding security tasks, police enforce various powers in different environ-
ments and are influenced by many factors which facilitate or hinder their im-
plementation. Powers are exclusively established to preserve and protect 
human rights and freedoms, but there are serious violations of human rights 
and freedoms, which occur when there are irreparable consequences. 

One of the modalities to increase the level of legality, professionalism 
and accountability of police officers is control. The focus of this work is the 
internal control of the police embodied in police oversight resolving com-
plaints. 



Утилитарност учешћа грађана у притужбеном поступку

134 БЕЗБЕДНОСТ 2/2015

The goal is to highlight the need for oversight of the police as the gov-
ernment authority that has significant powers, which may violate the rights 
and freedoms of citizens. Another aim is to give an overview of laws and reg-
ulations that directly govern the area in question pointing out to certain spe-
cific features of conducting proceedings initiated by citizen complaints and 
establish whether the appellate procedure is expedient from to position of the 
citizens. 

If we tried to perform an evaluation of the complaint procedure, a 
place for the glorification would certainly be, because the procedure is based 
on the legislative grounds i.e.. the Police Act, the closer it is prescribed prop-
erly and precise  by the instruction on the application of the rules of appel-
late procedure, as citizens are much easier implementation of constitutionally 
guaranteed rights, the right to submit petitions and other proposals and the 
whole thing has a public connotation. 

Appellate procedures are strictly formalized and determined from the 
time of filing or receiving the complaint, pending a decision on the merits. On 
the other hand, the regulations governing and defining the implementation 
procedures are transparent; there is a two-instance proceedings and the 
presence of the public, as well as the active participation of the complainant. 

However, despite the active participation in the appeal, the citizens do 
not achieve their legal interests irrespective of the validity and merits of the 
complaint filled. Except for general deterrence, the outcome of the procedure 
has no effect, and relevance to citizens whose rights and freedoms are vio-
lated. The realization of their rights, as well as compensation for the costs 
incurred by participating in the appellate proceedings, must be made in regu-
lar court proceedings, which does not rely on the already implemented proc-
ess, but again requires his active participation. 
 Keywords: police, control, complaints, complainant, expediency. 
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its jurisdiction performs tasks related to traffic safety. These include: regulation 
and control of traffic, help to participants in traffic and supervision of road traf-
fic in the Republic of Serbia. In order to increase the quality of 
tasks' performance related to traffic safety which would increase the safety of 
traffic participants, the most advanced scientific-technical and technological 
achievements are applied. One of these achievements is the application of a vid-
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cles. The system implemented in Belgrade is described in this study, as it repre-
sens the first and unique solution of this kind in the Republic of Serbia. The sys-
tem allows recording of three kinds of violations: passing through a red traffic 
light, exceeding the allowed speed limit of motor vehicles and unauthorized us-
age of the traffic lane reserved for public transportation vehicles (''yellow 
lanes''). 
The process of Automatic Number Plate Recognition (ANPR) based on photos of 
license plates is provided using ANPR technology that basically involves the Op-
tical Character Recognition (OCR). The Ministry of Interior of the Republic of 
Serbia has implemented the ANPR technology of the Italian firm INNOVIS OCR. 
The video surveillance system for the ANPR for motor vehicles that is imple-
mented in Belgrade is integrated using Web services with the Unified Informa-
tion System (UIS) MoI of the Republic of Serbia which ensures that the owner of 
the car is promptly determined and allows to perform checks on whether the ve-
hicle is in any of the records of the MoI of the Republic of Serbia. 
The paper gives an example of the use of the ANPR system comprising 14 in-
stalled cameras. Each camera is responsible for only one of the three above men-
tioned types of traffic violations. 
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Abstract: The complexity, severity and increasing frequency of drug 

abuse is subject to regulation by many disciplines, and in the legal terms by 
international law and the Criminal Code of the Republic of Serbia. For a 
comprehensive overview  of drug abuse in Serbia, this paper analyzes crimi-
nal offenses which regulate the abuse of narcotic drugs under the 2006 Crim-
inal Code of the Republic of Serbia, including the most extensive amendments 
and additions that were made in 2009, followed by some less extensive ones 
2012, 2013 and 2014, as well as the scope and dynamics of manifestation of 
aforementioned crimes in judicial practice observed over the period of time 
from the start of implementation of the new Criminal Code of 2006 to 2012. 
Using the methods of content analysis, comparative method and analysis of 
statistical data, the paper draws certain conclusions about criminal legal 
regulation and occurrence of drug abuse in the Republic of Serbia.  

Interpreted statistical data relate solely to adult persons who have 
been reported and convicted of criminal offenses related to narcotic drugs, so 
that the paper does not show the number of minors reported and convicted 
for the same acts, although they do not represent a negligible category, and 
in this regard the statistics would be significantly different. The imprecision 
of statistical data has, to a large extent, been influenced by the "dark figure" 
or unidentified and unreported criminal offenses related to narcotic drugs, 
and therefore unreported perpetrators of these offenses. 

Although the amendment of the Criminal Code created a good legisla-
tive framework for the prevention of drug abuse in the Republic of Serbia, the 
legal solutions will demonstrate its full value only in the immediate applica-
tion. An effective implementation of legislation is one of the most important 
mechanisms for combating crimes related to the abuse of narcotic drugs, 
which is of particular importance given the degree of social danger and 
harmfulness of these illegal activities. 
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